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Abbreviation/Term Definition

ACR Access Card Register, that is, the database/s to be used for
the proposed Access Card Scheme

ACS The Australian Access Card Scheme proposed under the
Human Services (Enhanced Service Delivery) Bill 2007
(Cth)

Access Card The ‘smart” identity card to be used in the ACS

Access Card Bill Human Services (Enhanced Service Delivery) Bill 2007
(Cth)

biometrics The fingerprints, face scan and iris scans proposed for the
NIS and the face scan proposed for the ACS

Charter of Fundamental Charter of Fundamental Rights of the European Union

Rights of the European (Official Journal of the European Communities 2000/C

Union 364/01) 18 December 2000

Computer Misuse Act Computer Misuse Act 1990 (UK) ¢ 18

Convention on the Rights
of the Child

The United Nations Convention on the Rights of the Child,
opened for signature 20 November 1989 1558 UNTS
530 (entered in to force in the United Kingdom 15
January 1992) (entered into force in Australia 16 January

1991)

Criminal Law Criminal Law Consolidation Act 1935 (SA)

Consolidation Act

Criminal Code Act Criminal Code Act 1995 (Cth)

Criminal Code The Criminal Code forming the Schedule to the Criminal
Code Act 1995 (Cth)

Criminal Damage Act Criminal Damage Act 1971 (UK) c 48

database A record of information stored and transmitted in digital

format
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Abbreviation/Term Definition

database identity The prescribed information which constitutes an
individual’s identity under an identity scheme. Database
identity includes transaction identity which is an
individual’s transactional identity under an identity

scheme

database identity The individual components of the prescribed information

information which constitutes database identity, i.e. the separate
components, not the set which collectively constitutes
database identity

Data Protection Act Data Protection Act 1998 (UK) ¢ 29

Data Protection Directive | Data Protection Directive 95/46 EU of the European
Parliament and of the European Council of 24 October

1995
DNA Deoxyribonucleic acid
ECHR European Convention for the Protection of Human Rights

and Fundamental Freedoms, opened for signature 4
November 1950) 213 UNTS 221 (entered into force 3

June 1952)
European Court European Court of Human Rights
FBI United States Federal Bureau of Investigation
Fraud Act Fraud Act 2006 (UK) c 35
Human Rights Act Human Rights Act 1999 (UK) ¢ 42
identifying information The identifying information as set out in Schedule 1 of

the Identity Cards Act, i.e. the individual’s handwritten
signature, facial photograph and biometrics which under
the NIS are fingerprints, a face scan and iris prints

ID card The identity card issued under the NIS

identity An individual’s identity composed of information which
is stored and transmitted in digital form, with a particular
focus on the NIS and ACS

Identity Cards Act Identity Cards Act 2006 (UK) ¢ 15

Identity Cards Bill Identity Cards Bill 2004 (UK)

identity crime Identity crime includes identity theft and identity fraud as

defined in this book
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ABBREVIATIONS/ TERMS AND DEFINITIONS

Abbreviation/Term Definition

Identity Documents Bill Identity Documents Bill 2010 (UK)

identity register Database/s which constitute the identity register for

the identity scheme and which contain the information
which collectively comprises database identity including
transaction identity

identity scheme A scheme which requires an individual to establish his/
her identity at the time of a transaction by providing
information which matches the information digitally
recorded in the identity register

identity theft Dishonest misuse by a person of another person’s
registered transaction identity for a transaction

identity transaction A transaction for which an individual is required to
establish his or her identity by using his or her transaction
identity

individual A natural person. In this book individual includes both
living and deceased natural persons

IHI The Individual Healthcare Identifier assigned to

Australian residents and other persons secking healthcare
in Australia as of 1 July 2010

information Information in this book includes ‘data’, unless otherwise
indicated

IAFIS Integrated Automated Fingerprint Identification System

IPS United Kingdom Identity and Passport Service

legal person The being, entity or unit which bears legal rights and
duties and so possesses what is called a legal personality

MCCOC Model Criminal Code Officers’ Committee of the
Standing Committee of Attorneys-General

MCLOC Model Criminal Law Officers’ Committee of the Standing
Committee of Attorneys-General

NIS National Identity Scheme in the United Kingdom
established under the /dentity Cards Act

NIR United Kingdom National Identity Register, i.e. the
databases which collectively comprise the identity register
for the NIS
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Abbreviation/Term

Definition

PIN

Personal Identification Number

privacy

Unless otherwise indicated, ‘privacy’ in this book includes
data protection rights and duties arising under legislation
such as the Data Protection Act and the Data Protection
Directive and its equivalent in Australia, the Privacy Act;

as well as the rights and duties now recognised in the
United Kingdom under recent developments in the law of
confidence and which are developing in Australia under
the tort of privacy

Privacy Act

Privacy Act 1988 (Cth)

registered identity

The identity as registered under the identity scheme.
Registered identity is the individual’s database identity
including transaction identity as registered, i.e. recorded,
under the identity scheme

State government

Governments of the States and Territories of Australia,
either collectively or individually as indicated by the
context

the system Operations for the identity scheme
Theft Act Theft Act 1968 (UK) ¢ 60
TIA “Total Information Awareness’, the fictional identity

database featured in the BBC television series 7he Last
Enemy

transaction identity

The set of identity information that constitutes an
individual’s transactional identity under an identity
scheme. Transaction identity is a subset of the information
which comprises an individual’s database identity under
an identity scheme

transaction identity
information

The individual components of the information which
constitutes transaction identity, i.e. the separate
components, not the set which collectively constitutes
transaction identity
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Abbreviation/Term

Definition

transaction

A dealing whether in-person (that is face-to-face) or using
remote communication (such as a telephone, the internet
or a computer network), for which an individual is
required to establish his or her identity. A transaction may
be between an individual and a government department
or agency or with a private sector entity, and can range
from an enquiry to a contract but does not include
transactions and dealings of a non-business nature such
as domestic and social interaction. When discussed in

the context of legal relations such as in relation to the
legal person, ‘transaction’ is a legal transaction such as a
contract, for example

transactional identity

The identity that is verified under an identity scheme for a
transaction. An individual’s transactional identity is his or
her transaction identity as recorded in the identity register

United Kingdom

United Kingdom of Great Britain and Northern Ireland

United States

United States of America
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Preface

From the outset, the United Kingdom Identity Cards Bill was controversial. The Bill was
defeated on five occasions in the House of Lords before a compromise was reached which
enabled the Bill to be passed two years after its introduction. The Conservatives and Liberal
Democrats still opposed the Cards Act 2006 (UK) (‘Identity Cards Act) and the National
Identity Scheme (‘NIS’) it established, and the Conservatives announced that they would
repeal the legislation if they won the 2010 election.

The intention expressed at the time the legislation was enacted was that the
NIS would eventually be compulsory for all United Kingdom residents over 16 years of
age. Former Home Secretary Charles Clarke reportedly said the scheme could be made
compulsory when around 80 percent of the population was registered.! The scheme was to

be used by both the public and private sectors for transactions.

From 30 November 2009, the scheme was phased-in on a voluntary basis for British
citizens, with full roll-out planned for 2012.*> From 2011/12 registration on the National
Identity Register (‘NIR’) was to be compulsory for all British citizens over the age of 16 years
applying for a passport, with a view to registration becoming general in 2017.°

As part of their 2010 election campaign, the Liberal Democrats promised to
discontinue the NIS. Consequently, following the formation of the Conservative-Liberal
Democrat Coalition government later that year, the Identity Documents Bill 2010 (UK)

1 Home Secretary, IPPR Speech (2004) <http://press.homeoffice.gov.ukldocuments/Identity_Cards_Speech.pdf >
at 21 April 2010.

2 See British Broadcasting Corporation News, ‘Climbdown on compulsory ID cards’ <news.bbc.co.uk> at 11
January 2010.

3 British Broadcasting Corporation News, ‘/n full: Smith ID card speech’ <news.bbe.co.uk> at 11 January 2010.



DicrraL IpenTiTY: AN EMERGENT LEGAL CONCEPT

(‘Identity Documents Bill') was introduced into Parliament on 26 May 2010. The Bill
cancels the national ID card for British residents and the Identification Card for European

Economic Area nationals, and provides for destruction of the NIR.

The identity card for foreign nationals will remain.* Significantly, clause 7 of the
Identity Documents Bill also defines ‘identity document’ as including a passport and a
driving license and re-enacts the data-sharing provisions in the Identity Cards Act to verify

information provided in connection with passport applications.

At the time of writing, the Bill has not been enacted so the NIS still exits but scheme
operations and the national roll out are suspended pending consideration of the Bill by the
British Parliament. Although it is likely that the Bill will be enacted, the essential features of
the NIS and its objectives are typical of a modern national identity scheme. For that reason
the NIS is used as the basis for discussion in this book. Digital identity schemes around the
world have the same basic features as the NIS. The NIS is the model for the new national
identity scheme being introduced into India for example,” and the scheme proposed for

Australia in 2007 was also based on the United Kingdom scheme.

Developments in Australia have followed a similar path to those in the United
Kingdom. In 2007, a Bill modelled on the /dentity Cards Act was introduced by the federal
Liberal and National Party Coalition government in Australia. The Human Services
(Enhanced Service Delivery) Bill 2007 (Cth) (‘Access Card Bill’) closely followed the United
Kingdom legislation, though its purposes were expressed less broadly, to ‘reduce fraud’ and

improve efficiency in delivery of health and social services benefits.

The Access Card Bill clearly established a system of national identity registration
and attempts by the then government to present it otherwise can be explained on the basis
of political expediency, considering the debate caused by the Australia Card decades earlier.
A national identity card has long been a controversial issue in Australia. The proposed
Australia Card legislation introduced into Federal Parliament in the 1980s proved to be
extremely controversial and did not proceed in the face of public outcry. Similarly, when the
then Prime Minister again floated the idea of a national identity card in 2000, it sparked
public debate which subsided when it became apparent that legislation was not imminent.

Consequently, the introduction of the Access Card Bill in 2007 surprised many

observers who assumed that it would not be introduced into Parliament until after the

4 Identity and Passport Service <ips.gov.uk> at 24 August 2010. Note, however, that the foundation of the
identity scheme established by the dentity Cards Act is the information recorded in the NIR, not the national
ID card. The card was always optional and if an ID card is issued, there is no compulsion to carry it.

5  IGovernment, ‘India plans multi-purpose national ID card for citizens <igovernment.in> at 24 August 2010.

2



PREFACE

federal election. The Bill was introduced with comparatively little publicity, and after a very
short period of public consultation. Its passage was not smooth, largely because of the Bill’s
rushed introduction into Parliament, its obvious similarities to the failed Australia Card
proposal, and concerns that the government was attempting to bring in a national identity
card by stealth. On 15 March 2007, the Bill was delayed following a Senate Inquiry which
recommended that the legislation be amended to include all details of the proposed scheme.

Like the /dentity Cards Act in the United Kingdom, the Access Card Bill established
the framework for the new Access Card Scheme (‘ACS’), and operational details including
security and privacy aspects were to be covered in subsequent legislation. The Senate Inquiry
recommended that the full legislative package be presented in one Bill, so that the entire
scheme and all its consequences could be assessed. The government agreed, and the new
Bill was to be introduced into Parliament in 2007, with a view to beginning the scheme
in April 2008 but the Federal election late in 2007 intervened. The subsequent change
of government led to the Access Card Bill being shelved, as the new Labour government

pursued different policy and funding objectives.

However, this does not necessarily mean that plans for a national identity scheme
have been abandoned by either of the major political parties in Australia. In August 2010,
Joe Hockey, the Minister for Human Services in 2007, said that failure to get the access card
introduced was his biggest regret in politics. When asked if he would try to re-introduce it,
Mr Hockey replied ‘absolutely,” providing that the IT systems across government agencies

could be consolidated.®

In Australia, an identity scheme can be established by linking government databases
and through sharing of information between federal and State governments, and that is now
well underway. Eventually, however, there will be a need to rationalise that information
and to authenticate it; and that can only be done though a scheme of national identity
registration. That may be done by introducing a scheme like the NIS. Alternatively, it may

be done with less fanfare, on a gradual, incremental basis.

A new scheme is likely to be established incrementally and more subtly than was the
case with the ACS (and the NIS) and there are indications that the foundations are being
laid. In June 2010, for example, the Coalition supported the Labour government’s proposal
to compulsorily assign (with some minor exceptions) a 16 digit individual identifier to every
Australian resident on the Medicare database on 1 July 2010.

6 Ibid.

7 The Australian, ‘Coalition Eyes ID Card’ <theaustralian.com.au> at 24 August 2010. In relation to the new
Individual Healthcare Identifier (THT), see the Office of the Privacy Commissioner <privacy.gov.au> at 11
September 2010.
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The tenor of this book therefore is that a national identity scheme will be fully
established in coming years in Australia and indeed in most other countries, including
the United Kingdom. As automated transactions become the norm, transactional identity
must be established using a referent standard and that referent standard must necessarily
be a database, preferably, an official national identity database. The official record may be a
central register or one or more government databases. In the future, it may take the form of

secure linked data from official sources on the Semantic Web.?

Irrespective of how it is packaged, systematic identity registration must be done
on a national basis. The information which is recorded as a result of that process will then
be regarded as an individual’s identity. It is that consequence, and its inevitability, which

prompted this book.

8  The Semantic Web is the next generation of web development which will create a universal medium for
information sharing by putting documents with computer-processable meaning (semantics) on the World-

Wide Web.
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Digital Identity — Introduction

“The document trail started with a tour of cemeteries to collect names and dates of births and deaths
of children from their tombstones. The next step was to apply for death certificates through the
mail and, using the information on them, to apply again through the mail for birth certificates.
The birth certificates were then used to accumulate collections of other documents in the various

names, including Medicare cards, voting registration and memberships from clubs and libraries.

Next the proof of identity documents were presented at branches of the four major banks to open
accounts in the various names. By then the bank accounts and array of documentation from
government agencies and other organisations were so comprehensive that the false identities were,
to all intents and purposes, real people. By using personal information to obtain documents which
could be used to prove identity, the perpetrator was able to construct 26 identities before being
detected.’’

1.1  Genesis of this Book

Identity is a feature of modern commerce. It is now routinely required for transactions and
‘identity theft’, unheard of until comparatively recently, is regularly the subject of news,
industry and government reports. These developments prompted me to ask, what is one’s
identity in a transactional context? In particular, what constitutes it? What exactly is its
function and what is its legal nature? When I set about answering these questions, I found

a lot more than I expected.

First, I discovered that although ‘identity’ is commonly used, it is rarely defined,

and its functions and legal role have not previously been analysed in a transactional context.

9 Gary Hughes, ‘Passport to Fraud’, 7he Age (Melbourne), 6 July 2003 <theage.com.au> at 30 October 2008.
5
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Identity has traditionally been a nebulous notion and in referring to ‘identity’ without
defining it, much of the legal literature in this area lacks precision. It gives the impression
that ‘identity is identity’ whereas the constitution, function and nature of identity depends
on context, and as Welsey Hohfeld observed, it is important to differentiate the ‘purely legal

relations’ from other non-legal conceptions.'

Secondly, I found that, while it is certainly an unintended consequence, the United
Kingdom /Identity Cards Act and the Australian Access Card Bill reveal the emergence of a
distinct legal concept of individual identity that includes a new concept of transactional
identity. The timing of its emergence in legislation is significant. Although a concept of
transactional identity, consisting of a defined set of information, has been used in commercial
practice for years, its presence in legislation that establishes a national identity scheme to be
used by public and private sector entities for a range of transactions, confirms its emergence

as a distinct legal concept.

That concept is the subject of this book. It is constituted by a set of designated
information that is given legal force and effect by the enabling legislation and by the
operation of the national identity scheme. This collection of prescribed information is what
I term an individual’s ‘database identity’. Under the United Kingdom scheme, database
identity consists of the information prescribed by Schedule 1 of the Identity Cards Act.
The Schedule 1 information consists of an individual’s name/s, gender, date and place of
birth, date of death, photograph, signature and biometrics, citizenship and residential status
including residential address/es, nationality, identity card number, passport number, work
permit number, driver’s licence number, and administrative information such as security

and verification details.

Within database identity is a subset of information which I refer to as an individual’s
‘transaction identity’. Under the NIS for example, an individual’s transaction identity
consists of name, gender, date and place of birth, date of death, signature, photograph and
biometrics comprising a face scan, iris scans and/or fingerprints, as registered under the
scheme. A similar collection of information constitutes transactional identity under other

similar schemes including the ASC and the new scheme in India.

Transaction identity is the identity required for a transaction under the scheme. The
transaction may be between an individual and a government department or agency or with
a private sector entity, and can range from an enquiry to a contract. Transaction identity has

specific functions under the scheme that extend beyond just identification of the individual.

10 Wesley Hohfeld, ‘Some Fundamental Legal Conceptions as Applied in Judicial Reasoning’ (1913) 23 Yale
Law Journal 16, 20.
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These functions, especially those that occur at that time of a transaction, give transaction

identity a distinctive legal character.

The discovery of this concept of identity prompted further questions as to its
ramifications, especially considering that the identity recorded under the national identity
scheme becomes the individual’s officially recognised identity. In particular, what are the
consequences for an individual whose identity information is used by another individual?
These concerns led to specific questions: Do individual rights arise as a consequence of this
emergent concept? Specifically, is there a right to identity and, if so, what does it entail in

the context of a national identity scheme?

To date, privacy has been the primary focus of legal scholars and the courts in
addressing the impact of technology on individuals and there is an extensive body of
international legal scholarship on protection of personal information.'" Because of this focus
on privacy, the fundamental human right to identity and its significance in this context
has been overlooked. There are several neglected questions: How does identity differ from
privacy? Does privacy protect identity? In particular, how do the right to privacy and the
right to identity relate to the concept of identity that is the subject of this book?

Although they are closely related and often overlap, identity and privacy are separate
and distinct concepts. The right to identity and the right to privacy are both fundamental
human rights which relate to individual autonomy but they protect different interests in
different ways. In the context of a scheme like the NIS, specific privacy legislation like the
Data Protection Act 1998 (UK) ¢ 29 (‘Data Protection Act') and its Australian equivalent the
Privacy Act 1988 (Cth) (‘Privacy Act), for example, protect an individual’s informational
autonomy and, specifically, an individual’s right to be informed of, and in some respects
to control the collection and use of, his or her personal information. The right to identity
also relates to autonomy but it is autonomy in a very different sense. The right to identity
is the right of a person to be recognised as a unique individual. In the context of a national
identity scheme, the right to identity is essentially the right to be recognised and to transact

as a unique individual.

Protection of the right to identity prompted an examination in this book of the

wrong and the harm caused by the misuse of an individual’s identity by another person.

11 There is an extensive body of literature on privacy in this context. In Australia, for example, Graham
Greenleaf has produced a prodigious body of work on the impact of technology on privacy, and there are
many other legal scholars around the world who are researching and writing in this area. In focussing on
the emergent concept of identity under the UK Identity Cards Act and the Australian Access Card Bill, and
distinguishing this concept from privacy, this book provides new perspective that adds to the existing body
of scholarship.
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Specifically, does the criminal law protect the use of identity information, and, if so, under

what circumstances?

The criminal law in the United Kingdom and Australia protects against data
manipulation, and the Identity Cards Act contains new offences aimed at fraud at the
time of registration, but there is a question whether existing offences apply to the type of
criminal activity that can be expected with the establishment of a national identity scheme.
In particular, does the criminal law provide appropriate protection against ‘identity theft’
as defined in this book, that is, the dishonest misuse by a person of another individual’s

transaction identity?

In this book I consider these questions as they apply to digital identity in the context
of a national identity scheme. This journey has been one of discovery. It has taken many
unexpected turns, and has resulted in some surprising findings. Most surprising of all is the
emergence of a unique, new legal concept of digital identity that fundamentally changes the
way in which an individual is recognised and how transactions are conducted, and the legal

implications.

1.2 The Importance of Identity

This book is the first conceptual analysis of identity in a transactional context. In analysing
the functions and legal nature of an individual’s digital identity, in the context of a national
scheme of identity registration, and the consequences for an individual, identity is given ‘a
definite or stable connotation’.'? In doing so, this book adds a new dimension to current

international legal scholarship.'

In view of the growing requirement to establish identity for transactions, this

book is pivotal in understanding the nature and role of this concept of identity and its

12 Above n 10.

13 This book moves beyond the work of scholars, including Roger Clarke, who have written about closely
related topics, most notably identification in information systems. Clarke has written extensively on
identification and authentication in an on-line environment from a philosophical and a technical
perspective. Clarke’s work focuses on identification, whereas this research defines and analyses identity,
particularly in a transactional context from a legal perspective. There are superficial similarities between
Clarke’s work and database identity and transactional identity, which are the subject of this book. These
similarities are not surprising considering that identification and identity are closely related. However,
Clarke’s writings focus on identification whereas this book is about identity. At first sight it might seem to be
a semantic distinction especially if ‘identify’ is merely considered as the verb to the noun ‘identity, but this
book analyses identity from a legal perspective, to conclude that a new concept of identity for transactions
is evident as a consequence of legislation in the United Kingdom and Australia. That concept of identity,
particularly transaction identity, does more than just identify.

8
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implications, especially for individuals but also for government, and for public and private
sector bodies using the scheme. I look at the issues against a background of identity crime,
specifically where a person misuses the transaction identity information of another person.
Despite government reassurances as to the accuracy of the scheme, as described by Gary
Hughes in ‘Passport to Fraud’ at the beginning of this chapter, it is certainly possible for an
identity to be registered using identity information that relates to another person and for
another person’s registered transaction identity to be used for a transaction. Both situations
have implications for the entities that rely on the accuracy of the identity as registered and
presented, and for the government as scheme administrator and in its security and law
enforcement capacities. However, the most significant impact is on the individual whose

identity is misused.

Although this book is not about identity in the deep sense of ‘who am I?” or ‘what
makes me, me?’, in a legal context the enquiry is just as fundamental and important. A
person’s identity as recorded in the national identity register determines his or her ability to
be recognised and to transact as a unique individual under the scheme. Where an individual’s
transaction identity information is misused by another person, the individual’s ability to be
recognised and to transact is fundamentally affected. The individual will face considerable
challenges in establishing not only that ‘I am who I say I am’ but in establishing ‘T am not

who the identity register says I am’.

As dealings previously conducted in-person are replaced by dealings conducted
without any history of personal acquaintance, and frequently without personal interaction,
it is inevitable that identity will assume a crucial role in most, if not all, transactions. The
Belgian eID scheme illustrates the pervasive development that can be expected. Belgium
was the first European country to issue ‘smart’ identity cards. The eID scheme rolled out in
2003 and individuals in Belgium now use their identity card to transact with government
entities for transactions ranging from filing taxes and applying for official documents such
as a marriage certificate to accessing public libraries and sporting facilities. Even more

significantly, the private sector uses the eID card infrastructure for commercial transactions.'*

Under an identity scheme, identity must be established by providing information
that is then verified by comparing it to a referent standard. In modern commerce, that
referent standard is necessarily a database as defined in this book, whether it is a centralised
database, a network of databases, or the data in the chip on a ‘smart’ card like the identity
card used in the United Kingdom scheme (‘ID card’) and proposed for the Australian scheme

14 Michael Cross, ‘Belgium launches multipurpose ID cards’ 7he Guardian, 4 October 2007 <guardian.co.uk>
at 17 April 2010. See also .belD <eid.belgium.be> at 17 April 2010. Singapore also has a similar scheme.
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or a new form using the Semantic Web, for example.'” Transacting entities and government,
especially in its security and law enforcement capacity, must be concerned to establish an
individual’s identity by reference to an authenticated source, that is, an official database.

The NIS which the United Kingdom government began rolling out in 2009, is the
most recent example of an established national digital scheme in a major jurisdiction with a
common law heritage which currently also has an established national human rights regime.
Its essential features are typical of these types of schemes. The NIS was the model for the
scheme proposed for Australia in 2007 and it is the model for the new national identity

scheme now being introduced into India, for example.

In comparing the United Kingdom with Australia, I consider issues which have
been considered primarily on the basis of privacy, from a new perspective — identity. I
explore the relationship between the emergent concept of identity and privacy, and clearly
distinguish the two concepts. I also define and distinguish identity theft and identity fraud,
using the emergent concept of identity which is the subject of this book. Having regard to
that concept, I assess the adequacy of the criminal law in the United Kingdom and Australia
in addressing the type of identity crime that can be expected on the establishment of a

national identity scheme.

The analysis draws on international legal scholarship and jurisprudence and can
be extrapolated to any such scheme that uses a concept of transactional identity that
consists of a defined set of information that is stored and transmitted in digital format.
Just as registration under the United Kingdom scheme transforms the information which
constitutes identity from just information into a set which has specific legal functions and
legal character, and which gives rise to individual rights, so too does registration under other
similar identity schemes.. The implications for protection of identity especially from identity
crime, also apply to similar schemes. The consequences differ depending on the nature of the
particular scheme, with the most far-reaching consequences arising in relation to a national

identity scheme.

1.3 Approach of this Book

This book examines an emergent concept under the NIS which is established in the United
Kingdom and which until the 2010 election was being rolled out nationally. Following the
change of government, a Bill to reform the scheme was introduced into Parliament. At the

15 The chip is a microprocessor which is capable of storing information and performing intelligent functions
off-line. ‘Smart’ card technology was to be used in the United Kingdom scheme and was proposed for the

Australian ACS.
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time of writing the Identity Documents Bill has not been passed. The NIS is still in place but
scheme operations and the national rollout have been suspended pending consideration of
the Bill by Parliament. Nevertheless, it seems likely that the scheme in its present form will

be abandoned — for the time being,.

The Bill cancels the national ID card for British residents and the Identification Card
for European Economic Area nationals, and provides for destruction of the NIR, although
the identity card for foreign nationals will remain. It should be noted, however, that the
foundation of a national identity scheme like the NIS is the information recorded about
an individual and specifically the information which collectively comprises an individual’s
transaction identity under the scheme. The ID card was always optional. It is therefore
significant that Clause 7 of the Bill defines ‘identity document’ as including a passport and
a driving license and re-enacts the data-sharing provisions of the Identity Cards Act to verify

information provided in connection with passport applications.

The scheme proposed for Australia in 2007 was also shelved after the election of the
Labour party later that year. Now, however, there are strong indications that it is back on the
political agenda, although the scheme is likely to be established incrementally, and therefore
more subtly, than was originally planned for the ACS.

The tenor of this book is that the establishment of a national identity scheme is
inevitable as automated transactions become standard and identity assumes a significant
transactional role. Irrespective of political machinations, the objectives and essential features
of the NIS remain inevitable, regardless of whether the scheme is retained in its present form
or is restructured. Consequently, the present tense is generally used when discussing both
the NIS and the ACS. However, some operational aspects are considered in a predictive
tense and at times, the discussion of the specifics of the proposed Australian scheme must

necessarily be in the past tense.

The possibility of a person misusing the transaction identity information of another
person to register under the scheme and subsequently using that identity forms a backdrop
to the discussion. Real and hypothetical scenarios are used to illustrate how an individual’s
transaction identity information can be misused by another person to register and how
an individual’s transaction identity can be used by another person after registration for a
transaction. Chapter 3 introduces this possibility. Chapter 4 examines practical aspects.
Chapters 5 and 6 examine the impact, especially on the individual, in relation to individual
rights (chapter 5) and in relation to the protection provided by the criminal law (chapter 6).

The United Kingdom scheme is the operational model of a national scheme of
identity registration, particularly for jurisdictions with a common law heritage. The

objectives and features of the NIS are typical of a modern scheme, so it is used as a Weberian
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16 Tn line with

‘ideal type’, that is, as the conceptual model on which to base the analysis.
this approach, the United Kingdom legislation is used for the analysis in chapters 4, 5 and
6, but the same issues arise in relation to an Australian scheme and of course other schemes
like the new Indian national identity scheme, which follow the same approach. However,
while the analysis can be extrapolated to similar schemes in other jurisdictions in Europe
and Asia, and to the schemes which have been proposed for Canada and the United States
of America (‘United States’), the similarities between the United Kingdom and Australia are

especially striking.

There are obvious similarities between the United Kingdom’s NIS, which is used as
the basis for the analysis, and the ACS, and there are many areas of commonality between
the law of United Kingdom and Australia which are explored in this book. These include
the composition, functions and legal nature of the emergent concept of digital identity
under both the United Kingdom scheme and the Australian scheme proposed in 2007,
the consequential individual rights that arise, and the protection afforded by the law in the
United Kingdom and in Australia.

In particular, there are strong similarities between the United Kingdom and Australia
in relation to human rights, especially in relation to privacy and identity. In relation to
privacy, the Australian Privacy Act is very similar to the United Kingdom Data Protection Act
which is based on the Daza Protection Directive 95/46 EU of the European Parliament and of
the European Council of 24 October 1995 (‘Data Protection Directive’). 1 also consider the
Convention on the Rights of the Child opened for signature 20 November 1989 1558 UNTS
530" (‘Convention on the Rights of the Child) which is part of the international law of both
the United Kingdom and Australia, in relation to the right to identity. Although Australia
does not have a national human rights regime like the United Kingdom, the European
Convention for the Protection of Human Rights and Fundamental Freedoms opened for
signature 4 November 1950 213 UNTS 221'8 (‘ECHR’), and the rights-based jurisprudence
of the United Kingdom is becoming more influential, especially as human rights legislation
is enacted in Australia. Victoria and the Australian Capital Territory now have human rights
legislation which is modelled on the Human Rights Act 1999 (UK) ¢ 42 (‘Human Rights Act’)
and the Bill of Rights Act 1990 (NZ) and, to an extent, on the bills of rights in the Canadian

16 Max Weber, ““Objectivity” in Social Science’ in E Shils and H Finch (eds), 7he Methodology of the Social
Sciences (1949) 90—1. Weber explains that the ideal-type ‘is not a description of reality’ but is used to
arrange ‘certain traits, actually found in an unclear, confused state ... into a consistent ideal-construct by an
accentuation of their essential tendencies’.

17  Entered in to force in the United Kingdom 15 January 1992 and entered into force in Australia 16 January
1991.

18 Entered into force 3 June 1952.
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and South African Constitutions. Other Australian States and the federal government may
enact similar legislation over the coming years. The issues examined in this book illustrate the

importance of establishing a national identity scheme within a national human rights regime.

There are also similarities between the criminal law of the two countries. The
Australian offences of dishonesty, theft and criminal damage in the federal Criminal
Code" are based on the English offences. However, the South Australian Criminal Law
Consolidation Act 1935 (SA) (‘Criminal Law Consolidation Act’) contains modifications
that are especially relevant to identity crime, so it is used for comparison and, in some

respects, as a legislative model.

1.4  Structure of this Book and Chapter Synopsis

The legislative analysis in chapter 2 reveals the emergence of a remarkably similar legal
concept of identity in both the United Kingdom and Australia. Although a similar concept
of identity is also evident in anti-money laundering legislation in both countries, the Identity
Cards Act and the Australian Access Card Bill, and the respective schemes they establish,

illustrate the operation of the emergent concept particularly clearly.

An individual’s identity under the United Kingdom NIS, and the under the
Australian ACS, consists of a collection of prescribed information. While the information
recorded under both schemes is very similar, its function under the scheme is the important
consideration. Within the larger body of recorded information which makes up an individual’s
‘database identity’, under the scheme, a small subset of information — ‘transaction identity’
— must be presented at the time of a transaction. Identity is verified if the information, as
presented, matches the information as recorded in the identity register. Verification is a two-
step process. Transaction identity first singles out a registered identity from the population

as recorded in the register, and then enables the system to transact.

In chapter 3, I consider the functions and legal character of transaction identity.
The analysis reveals that transaction identity is the legal person in the transaction, not the
individual who presents it, or who is presumed to present it. If this argument is accepted
by the courts, it is a significant change to the common law that has implications for void
and voidable contracts. The formation of a contract between transaction identity and the
transacting entity also has wide implications when an individual’s registered transaction

identity is misused by another person.”® These implications extend beyond the individual

19 The Code forms the Schedule to the Criminal Code Act 1995 (Cth).

20 'There are also implications for agency relationships, which are beyond the scope of this book.
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who is connected to that transaction identity as recorded in the national identity register, to
the transacting entity, the general public, and to the government as scheme administrator

and in its law enforcement role.

As discussed in chapters 3 and 4, the scheme relies on comparison of information
to establish identity. The required information is mostly biographical but usually some
identifying information will be required. For example, the ‘identifying information’ under
the NIS, as set out in Schedule 1 of the Identity Cards Act, is a signature, a head-and-
shoulders photograph and biometrics. Although a handwritten signature can be considered
a biometric, the NIS specifically refers to fingerprints, a face scan and iris prints as biometrics
so this book adopts the same approach. These biometrics are promoted under the scheme
as reliable identifiers but as the discussion in chapter 4 shows, none of the identifying
information is foolproof. The consequences for an individual are potentially serious and
highlight the need for a national identity scheme to be established within a regime that

recognises and protects human rights.

In chapter 5, I examine the individual rights that arise as a consequence of the
emergent concept of identity. The Identity Cards Act is largely silent as to rights of the
individual but considering the nature of the emergent concept of identity, the consequences
especially for individuals and the vulnerabilities inherent in schemes like the NIS and ACS,
I argue that individual rights arise as a consequence of the scheme. The argument presented
in chapter 5 is that the right to identity arises in specific form under the scheme as the right
to transaction identity.

To date, the nature and importance of the right to identity has been obscured by
the focus on privacy, so in chapter 5 I examine the fundamental differences between privacy
and identity. The analysis contrasts the right to privacy with the right to identity. The nature
and origins of the right to identity are considered. The most explicit statement of the right
to identity is found in the Convention on the Rights of the Child. The reasons for its specific
inclusion in the Convention on the Rights of the Child resonate with concerns about the use
of the NIS to conceal identity and create a false identity. Of course, the right to identity
under the Convention on the Rights of the Child only applies to children. Although the right is
therefore of limited application, it is significant because the NIS applies to United Kingdom
residents from the age of 16 years, the ACS applied to minors, and because transaction
identity is largely composed of information established at birth.

The European Court of Human Rights (‘European Court’), however, has stated
that a right to identity that applies to adults and children is protected under Article 8 of
the ECHR, which is incorporated into the domestic law of the United Kingdom by the
Human Rights Act. In chapter 5 I examine the right to identity under Article 8 which is
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entitled ‘Right to Respect for Private and Family Life’. Considering that transaction identity
is an individual’s identity for transactional purposes, I argue that the right to identity, in the
context of a scheme like the NIS, is the right of an individual to an accurate, functional,
unique transactional identity and to its exclusive use. I argue further that abrogation of this
right can only be justified on public interest grounds under Article 8(2), in extraordinary
circumstances. The unilateral removal or alteration of an individual’s transaction identity, in
effect, disenfranchises the individual and renders him or her non-existent for the purposes
of the scheme. Consequently, in an environment where transaction identity is required for
most dealings, the infringement of an individual’s right to identity raises significant issues
of proportionality, even having regard to the national security and crime detection and
prevention purposes of the scheme. The argument developed in chapter 5 is that in the
context of a scheme like the NIS, the right to identity therefore provides greater protection
to an individual’s transactional identity than the right to privacy, which the case law shows is
more likely to be subordinated to the public interest, especially on national security grounds.

Article 8 of the ECHR which protects ‘private life’ is usually invoked in relation
to the right to privacy, so case law on Article 8 is used to examine the interaction between
privacy and the emergent concept of digital identity. The analysis shows that the right to
privacy does not clearly protect transaction identity. Furthermore, while the other Schedule
1 information which comprises database identity is protected by privacy, and is covered by
the Data Protection Act, that protection is imperfect. The privacy interests of the individual
are subject to broader societal interests under Article 8(2) of the ECHR and at a time of
heightened security concerns, public interest considerations may well outweigh individual
interests. The analysis also reveals that in the event of an individual’s biographical information
being used by another person to register an identity under the NIS, the Data Protection Act
and the Data Protection Directive can operate to protect the privacy of the fraudster and
shield the fraud from scrutiny.

In chapter 5, I assert that observance of minimum human rights standards is the
most important consideration for a scheme like the NIS. This is especially so, considering
the functions and legal character of transaction identity, the inherent fallibilities discussed
in chapter 4, the consequences for the individual, and because the protection and redress
currently available under the common law is limited. The discussion highlights the potential
impact of the scheme on human rights and the need to recognise and protect those rights.
This point is particularly significant for Australia because it does not have a national
human rights Act like that of the United Kingdom. The United Kingdom approach to the

recognition and protection of human rights provides a national model for Australia.

In chapter 6, I consider criminal sanctions because they are an integral part of the
protection afforded to human rights. Although, in time, it is likely that private law will
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recognise the transactional role of transaction identity and will develop to protect it, the
protection currently available is very limited, even considering the recent extension of the
law of confidence in the United Kingdom and, to an extent, also in Australia. The protection
provided by the criminal law is therefore especially significant. The offences of theft and
criminal damage can readily apply to the misuse of transaction identity and, under the
European regime, criminal sanctions are a major consideration in determining whether a

human right is recognised and adequately protected.

In chapter 6, I define identity theft and distinguish identity theft from identity
fraud, using the emergent concept of digital identity which is the subject of this book. I
also distinguish the nature of the wrong and the harm caused by identity theft from identity
fraud in the context of the type of misuse of identity information that is likely to arise under
a national identity scheme. The offences enacted in the Identity Cards Act address fraud
at the time of registration. However, use by another person of an individual’s transaction
identity after registration is not included in the suite of new offences. Dishonest use of an
individual’s transaction identity by another person is not an offence under the Fraud Act
2006 (UK) ¢ 35 (‘Fraud Act’) because it does not necessarily involve a financial gain or loss.”
The misuse also does not necessarily involve data manipulation so as to come within the

specific computer crime offences in the United Kingdom and Australia.

Because of its nature and consequences, I contend that misuse of an individual’s
transaction identity by another person should be an offence. The offence is essentially one of
misappropriation, not fraud, and the consequential damage can be criminal. I argue therefore
that the appropriate offences are theft and criminal damage. Central to this argument is the
contention that an individual’s transaction identity is intangible property which can be the

subject of these offences.

In the absence of specific identity theft legislation, which makes dishonest misuse of
transaction identity an offence in its own right, I assert that the basic theft offence applies.
The analysis in chapter 6 focuses on the individual as owner of the registered transaction
identity and reveals that that the theft offence can, and should, apply to dishonest use of an
individual’s transaction identity by another person. The analysis is based on the elements
of the offence which are common to both the United Kingdom and Australia. There are
close similarities between the criminal law of the United Kingdom and Australia at both
Federal and State level. While the federal Criminal Code is the equivalent national legislation
in Australia, in some important respects, as mentioned earlier, the law in South Australia

is more developed and is better able to deal with the unique features of identity crime.

21 Seess2and 5 Fraud Act.
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Accordingly, the discussion draws on the South Australian modifications in relation to theft
and particularly criminal damage. While the offences of criminal damage in the United
Kingdom and under Australian federal criminal law are restricted to in their application to
tangible property, the South Australian offence extends to intangible property so it can apply
to misuse of an individual’s transaction identity under a national identity scheme. The South
Australian offence is presented as a model for a criminal damage offence which is capable of
applying to misuse of transaction identity.

In chapter 6, I also consider the importance of the accurate labelling of offences. I
argue that dishonest use of an individual’s registered transaction identity by another person
for a transaction should be regarded as identity theft and labelled accordingly. Similarly,
intentional or reckless use, which damages an individual’s registered identity, should be

considered criminal damage.

Chapter 7 summarises the insights provided by this book in a broader context in
which schemes like the NIS and the ACS are common not just on a national level but
internationally, and where the requirement to establish digital identity for transactions will
be as routine as an individual being asked for his or her name. To some, that situation may

seem futuristic but my response is that the future is nearer than you think.

The caselaw in this book is as of April 2010.






2
Digital Identity — A New Legal Concept

In the movie Sleepless in Seattle 8-year-old Jonah Baldwin wants to travel from Seattle to New
York to meet Annie, the woman he thinks should be his new stepmother. Jonah’s 8-year-old friend,
Jessica books him a seat on United Airlines flight 597 using her mother’s computer. Jessica’s parents
are travel agents. As Jessica makes the booking, she and Jonah have the following conversation:

Jessica: (Keying in the details for Jonahs booking) ‘I am telling them that you are 12 so the
stewardess won’t carry you around and stuff like that.’

Jonah: Are you crazy! Who would believe that I'm 122’
Jessica: ‘If it is in the computer, they will believe anything.”
Jonah: Are you sure?’

Jessica: ‘Do you want me to say that you are really, really small for your age and they shouldn’t say
anything because it will hurt your feelings?’

Jonah: Yeah, thats a great idea!’

Needless to say, Jonah travels unaccompanied on the plane to New York without any question

being raised about his age.”?

2.1 Introduction

In this chapter I examine the composition and legal function of the emergent concept of
digital identity in the United Kingdom and Australia. The concept of identity under the
Identity Cards Act is compared to the concept of identity in Australia, which is most clearly
evident in the Access Card Bill introduced into federal Parliament in 2007. While the Act

22 Sleepless in Seattle, Tristar Pictures Inc (1993).
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and the Bill appear to set criteria for identification of an individual for the purposes of the
scheme, on examination they are much more significant in their potential ramifications for

individuals, government and the broader community.

Analysis of the Identity Cards Act and the Access Card Bill, and the respective
schemes, reveal the emergence of a new legal concept of identity. This chapter examines
the composition, function and practical implications of authentication of identity and
verification of identity under the /dentity Cards Act in comparison to the requirements under
the Access Card Bill. Though designed for different specific purposes, analysis of the Act,
the Bill and their respective schemes, reveals the emergence of essentially the same new legal

concept of identity.

I distinguish identification from identity as an emergent legal concept. I challenge
the implicit assumption that the /dentity Cards Act and the Access Card Bill merely establish
an evidentiary standard for identification of individuals and I present the central argument

that digital identity is emergent as a distinct, new legal concept.

2.2 Central Argument

The Identity Cards Act and the Access Cards Bill confirm the emergence of a new legal
concept of identity that consists of database identity and the subset of information that
is transaction identity.” Database identity is all the data and information recorded about
an individual in the database/s accessible under the scheme. Those databases include the
NIR and other government databases, and in some circumstances, private sector databases,*
whereas transaction identity is a defined and limited set of information which determines an

individual’s identity for transactional purposes.

In this chapter I examine the nature and role of transaction identity and database
identity, first in the United Kingdom and then in Australia. The implications of the new

concept of identity are then examined in detail in following chapters.

23 Although ‘information’ is used in the Identity Cards Act in relation to the NIR, ‘data’ is used in referring to
biometrics and the chip on the ID card. S 42, for example, defines ‘biometric information’ as ‘data about an
individual’s physical characteristics’. In this book ‘information’ includes data unless otherwise indicated.

24 Access to proprietary databases may require a court order, although the power to require information for
validating the NIR conferred by the Identity Cards Act is wide. See s 9 and particularly subs (5)(e). See also ss
7 -21which give extensive power to the Secretary of State to disclose information in the NIR and to obtain
information without the individual’s consent, usually on public interest grounds although the authority
under s 19 does not expressly require that disclosure be in the public interest.
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2.3 Registered Digital Identity in the United Kingdom

Section 1 of the Identity Cards Act covers the establishment and maintenance of the NIR®,
which is the basis of the NIS. Section 1(7) states that:

In this section references to an individual’s identity are references to —

(a) his full name;

(b) other names by which he is or has previously been known;

(c) his gender;

(d) his date and place of birth and, if he has died, the date of his death; and

() external characteristics of his that are capable of being used for identifying

him. (emphases added)

While section 1(7) appears to be relatively insignificant, it does much more than

just set out the information which constitutes ‘references’ to an individual’s identity for

the purposes of section 1. The full import of the section becomes evident when the overall

scheme of the Act is considered.

Section 1(7) defines the information which collectively establishes and verifies an

individual’s identity for the purposes of the NIS. In effect, the information recorded in

the NIR establishes an individual’s officially recognised digital identity.** Under section

1(7), an individual’s identity is the set of information comprising name/s, gender, date

and place of birth and date of death, and external identifying characteristics”’, which are

25

26

27

Originally, the NIR was to comprise several databases, but the British Government has changed its position
on this point several times over the past few years. See British Broadcasting Corporation, above n 2. See also
Lucy Sherriff, ‘UK Ditches Single ID Database’, The Register (London), 19 December 2006 <theregister.
co.uk> at 29 March 2007. In 2007, the Prime Minister raised the possibility of a single database and plans to
make it easier to share information across government departments. See Nigel Morris, ‘Big Brother: What it
Really Means in Britain Today’, 7he Independent (London), 15 January 2007 <theindependent.co.uk> at 29
March 2007. However, in March 2008 the Home Secretary confirmed that the NIR would comprise separate
databases and that for security reasons biographical information would not be stored in the same database as
biometrics (initially only fingerprints) and photographs. See Home Secretary, “The National Identity Scheme
— Delivery Plan 2008’ Speech by the Right Honourable Jacqui Smith, MP, 6 March 2008, 3.

As set out in s 1(3), the purpose of the NIR is to set up a ‘secure and reliable record of registrable facts about
individuals in the United Kingdom’. The information in the NIR is to be used for a wide range of purposes
including provision of public services, crime prevention and detection and national security. See s 1(4)

Identity Cards Act.

The ‘external identifying characteristics’ referred to in this section are specified in Schedule 1 which sets out
the categories of information included in the NIR under s 3 Identity Cards Act.
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a handwritten signature,”® 13 biometrics (a face scan, two iris prints and 10 fingerprints™)

and a facial photograph. The Act clearly distinguishes this information from the other

information recorded in the NIR under Schedule 1.*° The relationship between the

section 1(7) information and the other information recorded in the NIR can be presented

diagrammatically:

Figure 1: National Identity Register

Other Schedule 1 Information

Section 1(7) Information

This approach is intriguing because the other Schedule 1 information includes, for

example, address, residential and citizenship status as well as numbers such as driver’s licence

number and passport number, which could be used collectively or, the case of numerical

28

29

30

Signature’ is not defined but apparently it is intended that a handwritten signature be used. See Tom
Geoghegan, Tve got a Biometric ID Card’, British Broadcasting Corporation News (London), 12 August
2004 <news.bbc.co.uk> at 29 March 2007. Georghean reports that when he obtained his ID card as part
of the pilot scheme being conducted by the IPS, he ‘had to give a copy of my signature which they store
electronically’. An individual’s signature is included in the list of ‘identifying information’ in sch 1, implying
that a handwritten signature is considered a distinguishing physical feature, although it is not mentioned at
all in the definition of ‘registrable facts’, nor in relation to ‘identity’ in s 1 Identity Cards Act.

Only fingerprints and a photograph are used initially. Iris scans are not used initially, reportedly because
of the high costs of the process and because most countries use fingerprints and face scans but there are
also questions about their reliability as identifiers. See Philip Johnstone, ‘Iris Scans Dropped from ID Card
Plans’, Zélegraph, (London) 12 January 2007 <telegraph.co.uk> at 29 March 2007. More recently, the Home
Secretary also referred to only fingerprints, giving the impression that a photograph rather than a face scan
would be used. See Home Secretary, ‘ The National Identity Scheme—Delivery Plan 2008’ Speech by the Right
Honourable Jacqui Smith, MP, 6 March 2008, 9. See also, Home Office, ‘Identity Cards: How the data will
be used <homeoflice.gov.uk> at 19 January 2010 which refers only to fingerprints and ‘facial image’.

Identity and Passport Service, Corporate and Business Plans 2006-2016, 42 <identitycards.gov.uk> at 10
May 2006. For a recent statement, see Identity and Passport Service, ‘Corporate and Business Plans 2006-
2010 <ips.gov.uk> at 1 September 2008.
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identifiers, individually to identify an individual.’' This prompts the question: why is the

section 1(7) information distinguished in this way?

The answer lies in the role the section 1(7) information plays in first identifying
an individual for transactional purposes, and then in authorising the system to interact and
deal with that identity. When the legislation is considered with government documentation
about the operation of the scheme, it is clear that the section 1(7) information does not just
identify an individual. It enables the system to transact with the registered identity.

Under the NIS, authentication of identity and verification of identity are separate
and distinct processes. Identity is initially authenticated at the time an individual is registered
under the scheme. Identity is subsequently verified at the time of each transaction. The
integrity of the NIS depends on the integrity and rigour of these two processes.

2.3.1  Identity Authentication in the United Kingdom

An individual is usually required to register in person® in order to be interviewed to
obtain ‘biographical’ information, to be photographed and to record the signature and the

biometrics. On its website, the IPS explains the registration process:

When you apply for an ID card, we will check your ‘biographical footprint’ against
information held in other databases such as National Insurance or driving license
records. We will not rely entirely on written documents for this information (as
they could be forged).You will be asked to visit one of our local or mobile centres
in person wherever possible. This will make it harder for someone to pretend to be

another person when applying for an ID card.

31 S 1(5) states that ‘ [I]n this Act “registrable fact”, in relation to an individual means:

(a)  his identity;

(b)  the address of his principal place of residence in the United Kingdom;

(c) the address of every other place in the United Kingdom or elsewhere where he has a place of residence;

(d) where in the United Kingdom and elsewhere he has previously been resident;

(e) the times at which he was resident at different places in the United Kingdom or elsewhere;

(f)  his current residential status;

(g) residential statuses previously held by him;

(h)  information about numbers allocated to him for identification purposes and about the documents to
which they relate;

(i)  information about occasions on which information recorded about him in the Register has been
provided to any person;

(j)  information recorded in the Register at his request’ (emphasis added).

32 Exceptions are clearly contemplated in the case of incapacity and infirmity. See Home Office, Regulatory
Impact Assessment, Identity Cards Bill Introduced to House of Commons on 25 May 2005 (UK) <homeoffice.
gsi.gov.uk> at 16 May 2006. This regulatory assessment is an updated version of the one published alongside
the Bill which was introduced into the House of Commons on 29 November 2004.
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[Olnce we have checked your identity, we will record your biometric data.
Recording facial and iris biometrics is just like having a high quality digital photo
taken. Recording fingerprints is very simple too and no ink is involved. You just

press your fingers against a reader.”

As the IPS explains, ‘[y]our biographical footprint is simply the basic facts about

your life, for example: name, date of birth and address.’**

The foundation of the accuracy and reliability of NIS in authenticating identity

and in subsequently verifying identity is the use of ‘identifying information.” Identifying

information is a facial photograph, fingerprints and ‘other biometric information’ as well as

the individual’s signature.”® The IPS states that,

[blecause your biometrics are unique to you, they are the strongest way to ‘seal’
your identity details as held in the National Identity Register (NIR) to you. The
most secure identity check would involve confirming, not just that you have a valid
identity card, but that the card and the record that match it belong to you. This is
a far more secure way of identifying yourself than using a personal identification

number PIN or password which could be stolen or copied.?

After an individual is registered under the NIS, identity is verified by matching

information provided at the time of the transaction with the information recorded in the

chip on the ID card if one is issued” or as recorded in the NIR.?® The information recorded

in the chip is also recorded in the NIR.
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Identity and Passport Service, ‘What is the National Identity Scheme? <identitycards.gov.uk> at 10 May

2006. For a more recent statement in similar terms, see Identity and Passport Service, What is the National
Identity Scheme? <ips.gov.uk> at 1 September 2008.

Ibid. See also Identity and Passport Service, Using the Scheme in Daily Life <ips.gov.uk> at 1 September 2008.

Sch 1 Identity Cards Act. ‘Identifying information’ is confined to an individual’s ‘external characteristics’ that
under s 1(7) ‘are capable of identifying him’ and is therefore narrower than transaction identity.

Identity and Passport Service, Biometrics <identitycards.gov.uk> at 10 May 2006. For a more recent
statement in the same terms, see Identity and Passport Service, What is the Benefit of Using Biometrics <ips.
gov.uk> at 1 September 2009.

The ID card was never compulsory and it was also not compulsory to carry or present it. The ID card was
to be a smart card — essentially a standalone computer — which can operate independently of the on-line
system. See John Wadham, Coailthionn Gallagher and Nicole Chrolavicious, 7he Identity Cards Act 2006
(2006), 5.

Although on-line verification of identity is clearly contemplated, in March 2008 the then Home Secretary
stated that none of the databases that will comprise the NIR ‘will be online, so it won't be possible to hack
into them’. It is unclear what this means, however, especially since identity must be either be verified by
comparing the transaction identity presented with the information stored in the chip on the ID card, with
the NIR by using on-line verification. Considering that the ID card is not compulsory and that when a card
is issued, it is also not compulsory to present it, on-line verification must be a feature of the scheme.

24



DicrraL IpenTiTY — A NEW LEGAL CONCEPT

2.3.2  Identity Verification in the United Kingdom

The information required at the time of a transaction is the section 1(7) information which
comprises name, gender, date and place of birth (and date of death), and usually at least one
piece of the identifying information which is the photograph, signature and the biometrics.
Verification of identity involves two steps. First, the required section 1(7) information
is presented to establish identity. Presentation may be by personal attendance, at which
time the information is provided verbally by a person and/or by presenting the ID card.”
Alternatively, the required information may be provided by telephone or using the internet.
This process can be thought of as a key being used to open a door. The required section
1(7) information is the key. When this information is presented, it is like inserting a key
into a lock. In the second step, the presented information is compared with that recorded
in the chip on the ID card, or in the NIR, to see if it matches. To use the key analogy, if
the indentations on the key align with the indentations in the lock, the key opens the door.

Not all the section 1(7) information is necessarily used to verify identity for all
transactions. Public and private sector organisations using the NIS choose the verification
method considered most suitable for the transaction. There are basically three levels of
verification contemplated by the NIS. The lowest level is a check using the photo. This
will be the method used for most transactions. The next level, used for most transactions,
involves answers to designated questions and/or a PIN.“ The highest-level check includes
biometrics.” Consequently, to return to the lock analogy, it is unnecessary to ensure that all
the indentations align, as long as the required number matches.

Depending on the nature of the transaction, the section 1(7) information could be

supplemented by additional information such as a PIN or answers to designated questions

39 Under s 6(3) Identity Cards Act, the ID card ‘must record only the prescribed information’ and ‘must record
prescribed parts of it in an encrypted forny.

40 There are conflicting statements on the IPS website as to the circumstances in which a PIN was to be used.
In one example, the IPS states that, [b]y handing over the card and entering his PIN, Colin is in effect giving
his permission for the company to check that the card is genuine and belongs to him’. See Identity and
Passport Service, Using the Scheme in Daily Life <ips.gov.uk> at 1 September 2008. This accords with the
definition of ‘Security information’ in sch 1 Identity Cards Act. However, the IPS states elsewhere that,[y]
ou won't need to carry the card with you at all times, and if you need to prove your identity without the
card you will be able to do so by providing a few details about yourself along with a biometric, such as a
fingerprint or PIN’, although this use of the PIN does not accord with the examples on the IPS website. See
Identity and Passport Service, Benefits to the Individual <ips.gov.uk> at 1 September 2008.

41 Identity and Passport Service, What Kind of Organizations will use the Scheme? <identitycards.gov.uk> at 10
May 20006, and Identity and Passport Service, Using the Scheme in Daily Life <ips.gov.uk> at 1 September
2008.
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about other information recorded in the chip and/or in the NIR.* Subsections (1) and (2)
of section 6 of the Identity Cards Act state that the ID card contains two sets of information:
‘registrable facts™ as recorded in the NIR, and information enabling access to the individual’s
record on the NIR. As an example of the latter, the Explanatory Notes, Identity Cards Act 2006
(UK) (‘Explanatory Notes') specifically mention a PIN.* This additional information can be
thought of as the equivalent of establishing who is holding the key to the door, to ensure that
it is in the correct hands. However, these aspects do not alter the basic function of the section
1(7) information, which is to establish and verify identity for transactional purposes.

The section 1(7) information is fundamentally different from the other Schedule
1 information, in that it is mostly established at birth and usually remains unchanged until
death.” If name and gender are subsequently changed,* birth name, gender, date and place
of birth are still considered factual in that they are established when entered in the Register of
Births, Deaths and Marriages. 7 Similarly, date of death is fixed. Even if an entry is actually
incorrect, as may be the case where a name is misstated for example, it becomes fact once it is
recorded in that register. Under the NIS, an individual’s biographical information, specifically
name, gender, date and place of birth and date of death, is linked to a physical individual
by the biometrics, photograph and handwritten signature as recorded in the NIR. When
this identifying information is combined with the biographical information, collectively it is

considered to be unique, so as to single out one identity from a large population.

However, the section 1(7) information does more than just identify. It also acts as
the ‘key’ that opens the lock, so the system can transact with the registered identity. The

section 1(7) information represents the registered identity that is connected to an individual

42 Including, for example, a question about residential address. Residential address is not part of the s 1(7)
information.

43 Asdefined in s 1(5) Identity Cards Act.

44  Explanatory Notes, Identity Cards Act 2006 (UK) 9 <opsi.gov.uk> at 19 May 2006. ‘Security information’
in sch 1 Identity Cards Act includes ‘a personal identification number’, ‘a password or other code’ ‘to be used
for facilitating the making of applications for information to be recorded in his entry and for facilitating the
provision of that information’. It also includes ‘questions and answers to be used for identifying a person
seeking to make such an application or to apply for or to make a modification of that entry’. See sch 1 pt 8

Identity Cards Act.

45 Name is the most likely piece of information to change — for example, as a result of marriage — buts 1(7)
pts (a) and (b) Identity Cards Act link the name given to a baby to other names used as a result of marriage,
a change by deed poll, or a change through usage.

46 'This point was acknowledged in Parliamentary debate on the Identity Cards Bill 2005, particularly in
relation to gender. See United Kingdom, Parliamentary Debates, House of Lords, 30 January 2006, col 79
(Baroness Scotland of Asthal).

47 'The birth certificate is a primary identity document in most common law countries and it is the most
enduring identity document.
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by the identifying information, that is, the biometrics, signature and photograph as recorded
in the NIR. In effect, that information is the individual’s ‘transaction identity’, that is, his or

her identity for transactional purposes under the scheme.

2.4 'The Relationship between Transaction identity and Data-
base Identity in the United Kingdom

The section 1(7) information is just a token of all the information on record about that
identity in the NIR and other databases accessible under the scheme. The full set of recorded
information can be conceptualised as the individual’s ‘database identity.” Database identity
includes the subset of information that is transaction identity.

Recall Fig.1 above which depicts the relationship between the section 1(7) identity
information and the other information recorded about an individual in the Register. If this
relationship is expressed in terms of identity, it becomes:

Figure 2: National Identity Register

Database Identity

Transaction Identity

Database identity has a broader role than the subset of information that constitutes
transaction identity. Some of the information which constitutes database identity (and not
transaction identity), such as a PIN and residential address, may also be used at the time of
a transaction, and collectively all the information recorded about an individual in the NIR
singles out that individual. However, while transaction identity singles out an registered
identity to authorise dealings, database identity chronicles activities relating to that identity.
Whereas transaction identity verifies identity for transactional purposes, database identity
is the narrative about the registered identity. Unlike transaction identity, which is relatively
static, database identity is dynamic. Like transaction identity, database identity does more

than just identify, but its functions are different from that of transaction identity.
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The information which is recorded under the scheme and which becomes an
individual’s database identity, is prescribed by the Identity Cards Act. Section 3(1) provides
that, once entered in the NIR, information ‘may continue to be recorded in the Register
only if and for so long as it is consistent with the statutory purposes for it to be so
recorded.” However, information about an individual’s dealings and access to his/her entry
in the NIR by the individual and others, including public and private sectors using the
scheme to verify identity at the time of a transaction, is collected on an ongoing basis.*®
This accumulation of information about an individual is an important feature of the
scheme. As information is updated and new information is collected, this accumulated
information becomes part of database identity. Even information which at first sight seems
largely administrative in nature,*’ such as ‘security information’ and ‘records of provision
of information,” adds to the profile and the impression database identity conveys about
the individual linked to that identity.”® In so doing, database identity tells a story about
that individual and once information is entered into the NIR it is accorded a level of
authenticity which is presumed to be correct.”' It is tempting to think of this information
as influencing an individual’s reputation — and it does, although not in the traditional
sense of ‘reputation’ in common law defamation.”* The information in the NIR affects how
a registered identity and the individual linked to that identity are regarded by others who
have access to the NIR and by the system, which in turn can impact on an individual’s
ability to transact under the NIS. For example, Schedule 1 provides that an individual’s
entry in the NIR must include notification under section 10 of the Identity Cards Act
requiring the individual’s attendance to provide information to ensure that the entry is up
to date and accurate. Such a notice can trigger the system to prevent transactions until the
individual has complied with the notice.”

Database identity is necessarily a much broader concept than transaction identity,
although it is limited by the purposes and the architecture of the particular identity scheme.

48 'This facility is typical of this type of system.

49 Seesch 1. With the possible exception of ‘Records of provision of information’ in sch 1, the other information
in the NIR, even information like a PIN number and password, can be broadly described as biographical in
that it is information about the individual.

50 This other information includes historical information but database identity is also dynamic and changes as
the NIR and other accessible databases under the scheme are updated.

51 Any errors and inaccuracies, including those resulting from gaps in the personal information recorded and
abbreviated data entries, can become ‘facts,” even though the information may not be adequately tested for
authenticity or may not be completely up to date and accurate. Just as Jessica observed in Sleepless in Seattle:
‘If it is in the computer, they will believe anything’. See above n 22.

52 In the sense that, if it is published, it brings a person into disrepute in the eyes of other people.

53 Sees 10 and sch 1 pt 7 Identity Cards Act.
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In the United Kingdom, for example, an individual’s database identity comprises all the
information as prescribed by the I/dentity Cards Act under Schedule 1. That information is
recorded in the NIR in accordance with the Identity Cards Act and related legislation**which
limits the information recorded for the purposes of the scheme.

2.5 Distinguishing Solove’s ‘Digital Person’

Database identity is therefore fundamentally different from Daniel Solove’s ‘digital dossiers’,
which Solove says cover a// the digital data and information relating to an individual,
wherever it is recorded. While Solove’s ‘digital person’ is currently the conceptualisation
that is closest to the concept of identity which is the subject of this book, by contrast,
information recorded in the NIR is prescribed by legislation.”® Solove’s views are also driven
by his concern about privacy whereas I examine the functions and legal nature of digital
identity, particularly transaction identity. However, the analysis in this book does not
negate Solove’s views. Rather, it provides a new perspective and adds depth by analysing the
functions and legal nature of an individual’s digital identity, particularly in the context of a
national identity scheme.

Solove refers to an ‘electronic collage that covers much of a person’s life — a life
captured in records, a digital person composed in the collective computer networks of the
world.”® Bearing in mind that Solove’s views are based on privacy under the law of the
United States, not on a legal concept of identity,”” the relationship between an individual’s
database identity including transaction identity under the NIS and information recorded

elsewhere about that individual can be depicted diagrammatically:

54 The Identity Cards Act is enabling legislation. Enactment of further legislation is necessary to fully implement
the scheme.

55 Daniel Solove, The Digital Person, Technology and Privacy in the Information Age (2004). See also Daniel
Solove, Identity Theft, Privacy and the Architecture of Vulnerability (Enforcing Privacy Rights Symposium)’
(2003) 54 Hastings Law Journal, 1227; Daniel Solove, “The Virtues of Knowing Less: Justifying Privacy
Protections Against Disclosure’ (2003) 53 Duke Law Journal 967; and Daniel Solove, ‘Power and Privacy:
Computer Data Bases and Metaphors for Information’ (2001) 53 Stanford Law Review 1393.

56  Daniel Solove, The Digital Person, Technology and Privacy in the Information Age (2004) 1.
57 Ibid.
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Figure 3: “The Digital Person’

The Collective Computer Networks of the World

Database Identity

Transaction Identity

Unlike Solove’s ‘digital persor’, the information which comprises database identity
under the NIS is defined and is limited to the prescribed information which is recorded
in the NIR and which is accessible in extant databases in accordance with legislation —
principally the Identity Cards Act but also in accordance with other legislation, such as the
Data Protection Act. The information that is recorded in the NIR, especially the information
which comprises transaction identity, is authenticated at the time an individual is registered
under the NIS and is subject to further updating and checking after registration. It is
intended to be accurate, whereas the information ‘in the collective computer networks of
the world™® is recorded at different times and for different purposes and is therefore likely to

contain inaccuracies and inconsistencies, which, of course, drives Solove’s concerns.

Moreover, while the information stored in a range of disparate government and
private sector databases can be thought of as composing Solove’s ‘digital person’, there are
barriers between these databases which limit the extent to which all that information can
constitute an individual’s identity, especially for transactional purposes. Although the ability
to search information from a range of sources is increasing, there are still legal and practical
obstacles that prevent all the data and information relating to an individual being accessible
and available, even to government. It is diflicult to determine exactly what information is
being collected, where it is being stored and who owns it, let alone gain access to it.

58 Above, n 55, See Daniel Solove, 7he Digital Person, Technology and Privacy in the Information Age (2004),1.
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By contrast, the identity registered under the NIS is the identity that is authenticated
and verified by the government of the United Kingdom. It is the identity that is officially
registered and recognised in that country. This point is significant because information is
collected and recorded in the NIR on an ongoing basis. Information collected at the time
an individual conducts a transaction or when a notation is added to the record as a result
of an investigation, for example, becomes part of the individual’s database identity. That
information, as recorded and updated in the NIR, profiles the individual for the purposes
of the scheme. Under the NIS, information from other sources, including those which
comprise Solove’s digital person, become less authoritative and less relevant. If, as intended,
the scheme becomes ‘the gold standard, the identity registered under the scheme becomes,

in effect, the individual’s identity.”

The structure of the concept of identity under the NIS is also fundamentally
different from Solove’s ‘digital person’. Database identity under the NIS is connected to an
individual by transaction identity, and primarily by the ‘identifying information,’ that is,
the signature, photograph and the biometrics as recorded in the NIR. The other Schedule
1 information that comprises database identity under the NIS is also usually accessed via
transaction identity as recorded in the NIR. The validity of the link between the individual
and the other Schedule 1 information that comprises an individual’s database identity under
the scheme therefore depends on transaction identity and, in particular, on the rigour of the
authentication process on registration, and the rigour of the verification process at the time
of a transaction. This is an important point that will be considered further, after examining

the development of this concept of identity in Australia.

59 According to the United Kingdom Information Commissioner, the NIS was intended to be the ‘gold
standard of identity verification’. See United Kingdom Information Commissioner, 7he Identity Cards Bill-
The Information Commissioner’s Concerns (June 2005) < ico.gov.uk> at 10 May 2006.
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2.6 Digital Identity in Australia

The elements of transaction identity®® have been evident in State legislation in Australia

for some years®' and recently the elements of database identity have also emerged in federal

legislation.®* The customer identification procedures under the Anti-Money Laundering/

Counter-1errorism Financing Act 2006 (Cth) enacted by the federal Parliament in Australia

on 12 December 2006, for example, adopt the same two-tier approach,® although the

role of the procedures is still primarily identification rather than to establish identity in a

transactional context.

Database identity, including transaction identity, first clearly emerged in the Access

Card Bill, the proposed framework legislation for the ACS. Although it was shelved in

60

61

62

63

In Australia, ‘identity’ is mentioned in a wide range of federal and State legislation but is rarely defined.
When it is defined, the definition is usually coloured by the nature of the legislation. See, for example, s 4
Equal Opportunity Act 1995 (Vic) which defines ‘gender identity’.

See the Law Enforcement and National Security (Assumed Identities) Act 1998 (NSW). The Act provides ‘for
the acquisition and use of assumed identities by officers of certain law enforcement and national security
agencies for the purposes of their official duties’, as stated in the long title of the Act. Identity may be
assumed temporarily or permanently. S 3 defines ‘identity’ as ‘name, address or date of birth, or such other
aspects of a person’s identity as may be prescribed by the regulations for the purposes of this definition’.
The regulations have not prescribed other aspects. At first sight this combination of information may seem
unremarkable. Name and address may be dismissed as an expected, frequently used combination. However,
date of birth is not commonly used, other than in establishing identity. Other State legislation also defines
identity as name, address and date of birth. See, for example, s 7.1.2 Gambling Regulation Act 2003 (Vic)
which defines ‘identity’ in relation to a person to mean ‘name, address, date of birth or a prescribed aspect
of the person’s identity.

Transaction identity was initially evident, to an extent, in federal legislation in the Migration Act 1958

(Cth). That Act does not define ‘identity’, ‘authenticate’, ‘identify’ or ‘identification’ but Ydentification test’

means ‘a test carried out in order to obtain a personal identifier’. A person who is suspected of being a ‘non-

citizen’ may be required to provide a ‘personal identifier’. S 5A defines ‘personal identifier’ to mean ‘any of

the following (including any of the following in digital form):

(a) fingerprints or handprints of a person (including those taken using paper and ink or digital live
scanning technologies);

(b) a measurement of a person’s height and weight;

(c) a photograph or other image of a person’s face and shoulders;

(d) an audio or a video recording of a person (other than a video recording under section 261A]J);

(e) an iris scan

(f) a person’s signature;
any other identifier prescribed by the regulations, other than an identifier the obtaining of which
would involve the carrying out of an intimate forensic procedure within the meaning of section 23WA
of the Crimes Act 1914.

The first tier, the ‘minimum Know Your Customer information’, is the customer’s full name, date of birth
and residential address. The second dier, the ‘further KYC information’, includes citizenship and residency
information as well as financial details which must be collected if the money laundering or terrorism
financing risk is assessed as high. The Anti-Money Laundering/ Counter-Terrorism Financing Act 2006 (Cth)

is part of an international initiative and similar legislation has also been enacted in United Kingdom.
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December 2007, the Bill sought to establish a national system of identity registration
and proof of identity for Australian citizens and residents, for health and social security
transactions.® The Access Card, a ‘smart’ card,” was designed to replace a range of cards
currently used for government services and benefits,® including the Medicare card,®” which
is held by most Australian residents.

2.6.1  Identity Authentication and Verification in the Australian Access
Card Bill

Although the then Australian government maintained that the proposed Access Card was
not an identity card, the proposal bears a striking resemblance to the controversial Australia
Card Bill, which was defeated in the Senate in 1987. Indeed, in 2006, the government
acknowledged that the proposed ACS was the ‘first ever national photographic database of

virtually the entire adult population’.””

It is clear from the context of the Access Card Bill and the Explanatory
Memorandum that one of the purposes of the proposed scheme was to identify individuals

claiming federal benefits. Although the stated purposes are to ‘reduce fraud””® and improve

71 ¢

efficiency in delivery of health and social services benefits,”" ‘strengthened proof of identity

64 'The then government stated that “[i]t is the intent of the Australian Government that access card registrations
meet the Gold Standard Enrolment Framework of the National Identity Strategy to the greatest possible
extent. This will ensure that the risks of identity fraud are managed and appropriate protections to Australian
Government outlays are provided’. See Australian Government, Submission to the Senate Enquiry on the
Human Services (Enhanced Service Delivery) Bill 2007, 24.

65 'The card was to contain a chip. The Bill defines ‘chip’ to mean ‘a microchip or any other device that stores
or processes information’. See cl 29 and ¢l 5.

66 The stated purpose of the new registration scheme and the card was to ‘streamline and modernize Australia’s
delivery of health and social service benefits’. See Explanatory Memorandum Human Services (Enhanced
Service Delivery) Bill 2007, 2.

67 'The new chip and PIN card was to replace the existing Medicare Card which does not have a PIN or an
embedded chip, and which specifies only the individual’s name, Medicare number and card expiry date.
The new card would have replaced ‘up to 17 existing Australian Government benefits cards and vouchers’.
See Australian Government, Submission to the Senate Enquiry on the Human Services (Enhanced Service

Delivery) Bill 2007, 1.

68 Attempts to present it otherwise can be explained by political expediency. The Australia Card proposed
in the 1980s was extremely controversial and a national identity card is still a political ‘hot potato’ in
Australia. For a striking comparison of the features of the ACS with the earlier Australia Card scheme and
their obvious similarities, see Graham Greenleaf, ‘Australia’s proposed ID Card: Still Quacking like a Duck’
(2007) University of New South Wales Faculty of Law Research Series 1.

69 Minister for Human Services’ Consumer and Privacy Taskforce, Discussion Paper on the Registration Process,
Discussion Paper, 40 <accesscard.gov.au> at 20 March 2006.

70 ‘Fraud’ not ‘identity fraud’ is used. See cl 6 Human Services (Enhanced Service Delivery) Bill 2007.
71  Explanatory Memorandum, Human Services (Enhanced Service Delivery) Bill 2007, 2.
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is a fundamental element in the registration process for an access card’.”> Like the United
Kingdom identity card, the proposed Access Card could generally be used by an individual

at his or her discretion to prove identity.”?

The Access Card Bill is remarkably similar to the United Kingdom Identity Cards
Act though the Bill is not generally couched in terms of ‘identity”* or even ‘identification’.””
Although the Bill closely follows the approach of the Identity Cards Act, the Bill is clearer
and contains more detail about the information to be recorded in the in the Access Card
Register (ACR’) and on the Access Card and scheme operation. As a result, not only is the
new concept of identity clearly evident in the Bill, the intended nature and functions of

transaction identity and database identity can be more easily discerned.

Just as the section 1(7) information is clearly distinguished under the United
Kingdom Identity Cards Act, the Access Card Bill clearly distinguishes its equivalent — the
clause 17 information which comprises the individual’s name, date of birth,” photograph
and a digitised copy of the individual’s handwritten signature’”” — from the other information
recorded in the ACR under clause 30.7% The relationship between the clause 17 information

and the other information in the databases under the ACS can be depicted diagrammatically:

Figure 4: Access Card Register

Other Clause 30 Information

Clause 17 Information

72 1Ibid 3.

73 As is the case under the Identity Cards Act, the Bill only prohibits a person from requiring production of the
card. See cl 45 and cl 46 and s16 Identity Cards Act.

74 See, however, cl 17 Human Services (Enhanced Service Delivery) Bill 2007, which refers to ‘a password for
authenticating identity’ and refers to ‘documents used to prove identity.’

75 However, see, cl 17 and cl 34 Human Services (Enhanced Service Delivery) Bill 2007.

76 According to the Explanatory Memorandum, stating date of birth on the surface of the card would be at
the individual’s discretion. See Explanatory Memorandum, Human Services (Enhanced Service Delivery)
Bill 2007, 30.

77 1bid 34.
78 Cl 30 Human Services (Enhanced Service Delivery) Bill 2007is the equivalent of sch 1 Identity Cards Act.
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process which is almost identical to that required under the NIS”” and it has the same function
as the section 1(7) information. Under the proposed scheme, at the time of a transaction, the
individual must establish his/her identity by providing the clause 17 information®, which
comprises name and date of birth, photograph and handwritten signature. The information
provided is compared to the information to be recorded in the ACR. If it matches, identity
is verified. The clause 17 information is an individual’s transaction identity under the
Australian scheme. When this relationship between the clause 17 information and the other

clause 30 information is conceptualized in terms of identity, a familiar diagram appears:

Figure 5: Access Card Register

Database Identity

Transaction Identity

The information which constitutes transaction identity for the Australian scheme
differs from transaction identity under the NIS in that the former does not include place
of birth, gender, and date of death® and the other biometrics, that is, the fingerprints and
iris scans planned for the United Kingdom scheme.® However, although less detailed than
the information which is defined as ‘identity’ under the Identity Cards Act, it consists of the
same core identity information, that is, name and date of birth, which are linked to the

79 The major differences are that a facial scan was to be the only biometric and in addition to proving identity
using documents like a passport, driver’s license and Medicare card, there is mention that ‘evidence of use of
the identity in the community’ would need to be shown. How this would be shown and checked is unclear,
however. See Australian Government, Submission to the Senate Enquiry on the Human Services (Enhanced
Service Delivery) Bill 2007, 61.

80 Usually by presenting the Access Card but, like the NIS, the basis of the ACS is registration of the required
information, not the Access Card. Strictly speaking, the Access Card was not compulsory.

81 Under the ACS, however, gender was to be recorded in the chip and in the ACR, while date of death would
be recorded in the register.

82  While the NIS uses biometrics to verify identity for some transactions, the Australian scheme did not use
any biometrics to verify identity for a transaction. Only one biometric, a face scan, was proposed for the
ACS. The face scan was to be obtained at the time of registration and stored in the ACR. That scan was to be
used to authenticate identity to enable an individual to access his or her entry on the register. See Australian
Government, Submission to the Senate Enquiry on the Human Services (Enhanced Service Delivery) Bill 2007,
33 and 36.
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physical embodiment of the individual by a handwritten signature and a photograph.® More
importantly, this set of information has the same function as the section 1(7) information
under the NIS in that it verifies identity and enables the system to transact with that identity.
As in the NIS, identity is verified when the information constituting transaction identity,
as presented,® matches the information recorded in the chip® on the Access Card or in the
register. As in the United Kingdom, information constitutes identity under the scheme,
not the Access Card.® The information in the chip on the card is used to verify identity
off-line and the register is used to verify identity on-line. Like the concept of transaction
identity under the Identity Cards Act, some or all of the information recorded on the chip
may be used to verify identity for a transaction, and a PIN or additional information, such
as answers to designated questions, may be required for some transactions. Under both
the Australian and the United Kingdom schemes, that additional information is used to

determine that transaction identity is in the right hands.

The proposed Australian scheme highlights a further refinement to the concept of
transaction identity — the use of the card number to represent transaction identity.®” The

Access Card number was designed to be used in telephone and internet dealings to quickly

83  Although a face scan was to be done at the time of registration, unlike the NIS, the photo on the surface of
the Access Card did not contain biometrics. Biometrics were only to be recorded in the register. See cl 17
Human Services (Enhanced Service Delivery) Bill 2007. The reason given for this approach is a pragmatic
one. The card readers used by service providers (particularly medical, dental and other health services
practitioners and pharmacists) for point of sale for credit and debit card transactions, were to be used for
the ACS. Use of biometrics for routine identity verification for transactional purposes required upgrading of
the card readers that would have added to the costs of establishing and operating the scheme. See Australian
Government, Submission to the Senate Enquiry on the Human Services (Enhanced Service Delivery) Bill 2007,
33 and 36.

84 'The information could be provided by presenting the Access Card or by providing the required information
in-person, by telephone, by the internet or by providing a paper document.

85 'The chip was to have two areas, the Commonwealth area and the Individual’s area. Information in the
Commonwealth area of the chip was to be used to verify identity. Originally, the latter was to contain next
of kin details, organ donor status and medical alerts. The final proposal was that the Commonwealth’s
area contain all the information specified on the surface of the card which includes the information
that constitutes transaction identity, as well as additional information including address, gender, PIN or
password, information about benefit cards, Medicare number, whether proof of identity is ‘full’ or ‘interim’
and an emergency payment number. See cl 34 Human Services (Enhanced Service Delivery) Bill 2007.

86 'The Access Card Bill did not require an individual to apply for an Access Card after registration and there
is no requirement to carry the card once it is issued. See div 2 and ¢l 42 Human Services (Enhanced Service
Delivery) Bill 2007. Card-not-present verification was clearly contemplated. See Explanatory Memorandum
Human Services (Enhanced Service Delivery) Bill 2007, 26 and 42.

87 'The number, not the card, was to be used to establish identity at the time of a transaction. A number was
also planned for the NIS but this feature has been downplayed.
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verify identity.® Using a number increases efficiency by reducing the time that is spent on
a transaction.”” When the number is entered, it brings up the information that collectively
constitutes the individual’s transaction identity for the transaction. The individual is then

typically required to verify that information by confirming, for example, his or her name

and date of birth.

2.6.2  'The Relationship betw