
 

 

THE ETHICAL, LEGAL, AND SOCIAL 

ACCEPTABILITY OF HEALTH DATA 

LINKAGE IN THE AUSTRALIAN 

CONTEXT: AN INVESTIGATION OF 

CURRENT PRACTICES, PERCEPTIONS, 
AND PUBLIC ATTITUDES 

Vicki Xafis 

BA (Languages)(Monash), BA Hons I (Monash), 

RSA DTEFLA (Cantab), 

Master of Bioethics (Monash) 

A thesis submitted for the degree of 

Doctor of Philosophy 

School of Population Health & Clinical Practice & 

School of Paediatrics & Reproductive Health 

Faculty of Health Sciences 

The University of Adelaide 

February 2013 

 



 

P a g e  | i 
THE ETHICAL, LEGAL, AND SOCIAL ACCEPTABILITY OF HEALTH DATA LINKAGE IN THE AUSTRALIAN CONTEXT 

VICKI XAFIS 

 

TABLE OF CONTENTS 

 

ABSTRACT ...................................................................................................................................... VIII 

THESIS STATEMENT ............................................................................................................................. X 

PUBLICATIONS ARISING FROM THIS THESIS ....................................................................................... XI 

PRESENTATIONS ARISING FROM THIS THESIS ................................................................................... XII 

AWARDS ARISING FROM THIS THESIS .............................................................................................. XIII 

ACKNOWLEDGEMENTS .................................................................................................................... XIV 

PREFACE .................................................................................................................................... XVIII 

INTRODUCTION .................................................................................................................................. 1 

THE RESEARCH PROBLEM 1 
DEFINING DATA LINKAGE 2 
What is not data linkage 2 
What data linkage entails 3 
AIMS AND OBJECTIVES OF THIS THESIS 4 
RESEARCH QUESTIONS 5 
THEORETICAL FRAMEWORK AND METHODS 6 
PROJECT STRUCTURE 7 
SIGNIFICANCE OF THE RESEARCH 8 
THESIS STRUCTURE 9 

CHAPTER 1 -THEORIES OF PRIVACY .................................................................................................. 11 

INTRODUCTION 11 
BACKGROUND TO WAYS OF VIEWING PRIVACY 12 
CONCEPTIONS OF PRIVACY 13 
The concept of privacy 13 
The value of privacy 17 
THE RESTRICTED ACCESS/LIMITED CONTROL THEORY OF PRIVACY 21 
RALC concept of privacy 22 
RALC justification of privacy 24 
RALC management of privacy 24 
CONCLUSION 26 

  



TABLE OF CONTENTS 

P a g e  | ii 
THE ETHICAL, LEGAL, AND SOCIAL ACCEPTABILITY OF HEALTH DATA LINKAGE IN THE AUSTRALIAN CONTEXT 

VICKI XAFIS 

CHAPTER 2 - CONSENT .........................................................................................................................  27 

INTRODUCTION 27 
CONSENT IN RESEARCH 29 
Justifying consent 29 
Types of consent and mechanisms for consent 30 
Critique of consent types approved in Australian research 31 
Impact of strict consent requirements on research 34 
Treatment of data linkage projects in the National Statement 35 
Summary of key aspects of consent in research 36 

WHAT WE KNOW ABOUT PEOPLE’S CONSENT PREFERENCES 37 
WHAT WE DO NOT KNOW ABOUT PEOPLE’S CONSENT PREFERENCES 45 
CONCLUSION 45 

CHAPTER 3 - 46MORAL JUSTIFICATION OF NON-CONSENSUAL USES OF  IDENTIFIABLE DATA IN 
DATA LINKAGE ............................................................................................................... 46 

INTRODUCTION 46 
PRIVACY AND DATA LINKAGE 48 
ETHICAL CONCERNS ABOUT DATA LINKAGE 49 
ETHICAL ARGUMENTS IN FAVOUR OF DATA LINKAGE 50 
Limits to privacy 51 
Issues of trust 54 
Issues of autonomy 55 
Issues of potential harm 57 
Practical constraints hindering research 57 
Issues of consent 58 
Ethical issues in using de-identified data 59 
INFORMING THE PUBLIC OF FUTURE USES OF THEIR DATA 60 
CONCLUSION 61 

CHAPTER 4 - AUSTRALIAN PRIVACY LEGISLATION ............................................................................ 62 

CHAPTER 5 - PHASE 2 – QUALITATIVE STUDY METHODOLOGY ......................................................... 80 

INTRODUCTION 80 
Nature of study 81 
PILOT STUDY 81 
MAIN PROJECT DESIGN 84 
Aims and objectives 84 
Presuppositions 85 
Participants 86 
Eligibility criteria 88 
Sampling method 88 
Selection bias 91 
Recruitment 92 
DATA COLLECTION METHOD 94 
Interview schedule and conduct of interview 96 
DATA ANALYSIS 98 
Charts 102 
Higher level analysis 103 
Quotes 106 
SUMMARY 106 

  



TABLE OF CONTENTS 

P a g e  | iii 
THE ETHICAL, LEGAL, AND SOCIAL ACCEPTABILITY OF HEALTH DATA LINKAGE IN THE AUSTRALIAN CONTEXT 

VICKI XAFIS 

CHAPTER 6 - PEOPLE’S CONSENT PREFERENCES ............................................................................. 108 

INTRODUCTION 108 
Key findings 109 
CONSENT CHOICES IN THE CONTEXT OF HYPOTHETICAL DATA LINKAGE SCENARIOS 109 
How the charts should be read 110 
Scenario 1 112 
Summary of Scenario 1 findings 118 
Scenario 2 118 
Summary of Scenario 2 findings 125 
Scenario 3 125 
Public notification of research 129 
Summary of Scenario 3 findings 132 
Scenario 4 133 
Summary of Scenario 4 findings 141 
Summary of consent choices across scenarios 146 
Summary of participants’ justifications 148 
Non-consensual use of health data 148 
Discussion 149 
Conclusion 154 

CHAPTER 7 - THE JUSTIFICATION OF CONSENT PREFERENCES ......................................................... 156 

INTRODUCTION 156 
CONSENT JUSTIFICATION THEMES IN SCENARIOS 1-4 157 
Scenario 1 157 
Scenario 2 159 
Scenario 3 160 
Scenario 4 160 
NO CONSENT JUSTIFICATIONS IN SCENARIOS 1-4 161 
Scenario 1 161 
Scenario 2 162 
Scenario 3 163 
Scenario 4 164 
JUSTIFICATIONS FOR PUBLIC NOTIFICATION IN SCENARIOS 3 AND 4 165 
Scenario 3 165 
Scenario 4 166 
JUSTIFICATIONS FOR NO PUBLIC NOTIFICATION IN SCENARIO 3 167 
COMPARISON OF THEMES ACROSS SCENARIOS 168 
Consent justification themes 168 
No consent justification themes 169 
Notification justification themes 170 
HIGHER LEVEL ANALYSIS – BEAUCHAMP AND CHILDRESS MORAL REASONING FRAMEWORK 171 
DISCUSSION 177 
Participants’ moral reasoning 177 
Similarities with BC moral reasoning framework 179 
CONCLUSION 179 

CHAPTER 8 - CONCEPTIONS OF PRIVACY ........................................................................................ 180 

INTRODUCTION 180 
EXPLORING PEOPLE’S CONCEPTIONS OF PRIVACY 182 
Privacy definitions 182 
Summary of privacy definitions 187 
Privacy justifications 187 
Summary of privacy justifications 194 
Contextualising privacy 194 
Summary of contextualising features of privacy 197 
DISCUSSION 198 
Defining privacy 198 
Justifying privacy 199 
Similarities with the RALC theory of privacy 201 
CONCLUSION 202 

  



TABLE OF CONTENTS 

P a g e  | iv 
THE ETHICAL, LEGAL, AND SOCIAL ACCEPTABILITY OF HEALTH DATA LINKAGE IN THE AUSTRALIAN CONTEXT 

VICKI XAFIS 

CHAPTER 9 - DATA LINKAGE AND COMMUNITY ENGAGEMENT ..................................................... 205 

INTRODUCTION 205 
RATIONALE FOR USE OF A CITIZENS’ JURY 206 
DESIGN 207 
Scope of citizens’ jury 207 
Participants 207 
ANALYSIS 210 
JURY DETAILS 211 
Deliberative process 211 
RESULTS 211 
Descriptive analysis 213 
Statistical analysis 217 
Analysis per respondent 218 
Summary of findings 218 
DISCUSSION 218 
Limitations 221 
CONCLUSION .................................................................................................................................... 222 

CHAPTER 10 - DISCUSSION AND CONCLUSION ............................................................................... 223 

INTRODUCTION 223 
THEORETICAL COMPONENT (PHASE 1) 225 
What ethical issues arise and need to be considered in the context of data linkage? 225 
What is the nature and the ethical and legal role of consent in data linkage research? 226 
Is it acceptable to conduct data linkage research for the public good without obtaining consent, 
and if so, how can this be justified? 227 
What legislative requirements apply to Australian data linkage research and how do they affect 
the conduct of research? 229 
How is current health and privacy legislation interpreted and applied to data linkage research? 230 
Is there a need for legislative reform? 231 
SUMMARY 231 
EMPIRICAL COMPONENTS 232 
PHASE 2 – FACE-TO-FACE INTERVIEWS 232 
How do lay people conceptualise privacy in non-medical settings? 233 
Do lay people place less value on privacy and established consent processes in relation to data 
linkage once they become familiar with the processes adopted in data linkage? 234 
How do lay people resolve the tension that exists between opposing values such as privacy and the 
common good that arises from data linkage projects? 235 
How do lay people justify the decisions they arrive at when making consent choices in the context 
of data linkage? 236 
PHASE 3 – CITIZENS’ JURY PRE AND POST QUESTIONNAIRES 239 
How would a better understanding of core concepts and research-related facts affect the public’s 
views on non-consensual uses of data for data linkage? 239 
RECOMMENDATIONS AND FUTURE ACTIONS 240 
LIMITATIONS OF THE STUDY 240 
FUTURE DIRECTIONS 241 

  



TABLE OF CONTENTS 

P a g e  | v 
THE ETHICAL, LEGAL, AND SOCIAL ACCEPTABILITY OF HEALTH DATA LINKAGE IN THE AUSTRALIAN CONTEXT 

VICKI XAFIS 

 

APPENDICES .................................................................................................................................... 243 

SUPPORT FOR DATA LINKAGE 152 
BALANCING CONFLICTING VALUES 153 
PRACTICAL IMPLICATIONS OF CONSENT REQUIREMENTS IN DATA LINKAGE 153 
INFORMATION PROVISION 154 
APPENDIX 1 - CHAPTER 1: STRUCTURE OF LARGER PROJECT AND CURRENT RESEARCH 
COMPONENT 244 
APPENDIX 2. – CHAPTER 5 - PILOT STUDY PARTICIPANT INFORMATION AND CONSENT FORM 245 
APPENDIX 3. – CHAPTER 5 - RESEARCH RULES DERIVED FROM PILOT STUDY 248 
APPENDIX 4. – CHAPTER 5 – INTERVIEW SCHEDULE 249 
APPENDIX 5. – CHAPTER 5 – HOW DOES DATA LINKAGE WORK? – PARTICIPANT HANDOUT 254 
APPENDIX 6. – CHAPTER 5 – SCENARIOS – PARTICIPANT HANDOUT 255 
APPENDIX 7. – CHAPTER 5 – GUIDELINES AND LEGISLATION THAT APPLY TO 
RESEARCH/CERTAIN PROGRAMS 256 
APPENDIX 8. – CHAPTER 5 – INITIAL TELEPHONE CONTACT WITH PARTICIPANTS 257 
APPENDIX 9. – CHAPTER 5 – MAIN STUDY PARTICIPANT INFORMATION AND CONSENT FORM 258 
APPENDIX 10. – CHART 3 – SCENARIO 1 -  CONSENT REQUIREMENTS 264 
APPENDIX 11. – CHART 4 – SCENARIO 1 – NOTIFICATION WITHOUT CONSENT 265 
APPENDIX 12. – CHART 5 – SCENARIO 2 - CONSENT REQUIREMENTS 266 
APPENDIX 13. - CHART 6 – SCENARIO 3 – CONSENT REQUIREMENTS 267 
APPENDIX 14. – CHART 7 – SCENARIO 3 – PUBLIC NOTIFICATION 268 
APPENDIX 15. – CHART 8 – SCENARIO 4 – CONSENT REQUIREMENTS 269 
APPENDIX 16. - CHART 9 – NON-CONSENSUAL USE OF HEALTH DATA 270 
APPENDIX 17. CITIZEN’S JURY PRE AND POST QUESTIONNAIRES 271 

REFERENCES 275 

 

  



TABLE OF CONTENTS 

P a g e  | vi 
THE ETHICAL, LEGAL, AND SOCIAL ACCEPTABILITY OF HEALTH DATA LINKAGE IN THE AUSTRALIAN CONTEXT 

VICKI XAFIS 

 

LIST OF TABLES 

TABLE 1.  RCT CATEGORIES FROM WHICH STUDY PARTICIPANTS WERE DRAWN .......................... 82 

TABLE 2.  PARTICIPANT CHARACTERISTICS .................................................................................... 86 

TABLE 3. SCENARIO 1-EXAMPLE OF HOW CHARTS SHOULD BE READ ......................................... 111 

TABLE 4.  CHART 10-FINAL CONSENT CHOICES PER SCENARIO ..................................................... 142 

TABLE 5.  PERCENTAGE OF CONSENT PREFERENCES ACROSS SCENARIOS ................................... 146 

TABLE 6.  CONSENT JUSTIFICATION THEMES AND JUSTIFICATIONS-CHART 3 SCENARIO 1 ........... 158 

TABLE 7.  CONSENT JUSTIFICATION THEMES AND JUSTIFICATIONS-CHART 5-SCENARIO 2........... 159 

TABLE 8.  CONSENT JUSTIFICATION THEMES AND JUSTIFICATIONS-CHART 6-SCENARIO 3........... 160 

TABLE 9.  CONSENT JUSTIFICATION THEMES AND JUSTIFICATIONS-CHART 8-SCENARIO 4........... 161 

TABLE 10. NO CONSENT JUSTIFICATION THEMES AND JUSTIFICATIONS - CHART 3-SCENARIO 1 ... 162 

TABLE 11.  NO CONSENT JUSTIFICATION THEMES AND JUSTIFICATIONS–CHART 5–SCENARIO 2 ... 163 

TABLE 12.  NO CONSENT JUSTIFICATION THEMES AND JUSTIFICATIONS–CHART 6–SCENARIO 3 ... 164 

TABLE 13.  NO CONSENT JUSTIFICATION THEMES AND JUSTIFICATIONS–CHART 8–SCENARIO 4 ... 165 

TABLE 14.  NOTIFICATION JUSTIFICATION THEMES AND JUSTIFICATIONS–CHART 7–SCENARIO 3 . 166 

TABLE 15.  NOTIFICATION JUSTIFICATION THEMES AND JUSTIFICATIONS–CHART 8–SCENARIO 4 . 167 

TABLE 16.  NO NOTIFICATION JUSTIFICATION THEMES AND JUSTIFICATIONS–CHART 7–
SCENARIO 3 .................................................................................................................. 168 

TABLE 17.  CONSENT JUSTIFICATION THEMES ACROSS SCENARIOS ............................................... 169 

TABLE 18.  NO CONSENT JUSTIFICATION THEMES ACROSS SCENARIOS ......................................... 170 

TABLE 19.  NOTIFICATION JUSTIFICATION THEMES ACROSS SCENARIOS ....................................... 171 

TABLE 20.  CORRESPONDENCE BETWEEN THEMES BY LEVEL OF ABSTRACTION ............................. 171 

TABLE 21  CORRESPONDENCE OF 1
ST

 LEVEL ABSTRACTION WITH 2
ND

 LEVEL ABSTRACTION 
THEMES – SCENARIO 1 CONSENT OPTION .................................................................... 173 

TABLE 22  CORRESPONDENCE OF 1
ST

 LEVEL ABSTRACTION WITH 2
ND

 LEVEL ABSTRACTION 
THEMES – SCENARIO 1 NO CONSENT OPTION .............................................................. 176 

TABLE 23.  CHART 1A – PRIVACY DEFINITIONS .............................................................................. 183 

TABLE 24.  CHART 1B – PRIVACY JUSTIFICATIONS .......................................................................... 189 

TABLE 25.  CHART 2 – CONTEXTUALISING PRIVACY ....................................................................... 195 

TABLE 26.  CITIZEN’S JURY DEMOGRAPHIC DETAILS ...................................................................... 209 

TABLE 27.  CITIZEN’S JURY QUESTIONNAIRE THEMES AND MAJORITY PRE AND POST 
POSITIONS ................................................................................................................... 212 

TABLE 28.  OVERVIEW OF CITIZEN’S JURY FINDINGS FROM PRE AND POST QUESTIONNAIRES ...... 214 

TABLE 29.  STATISTICAL ANALYSIS OF CITIZEN’S JURY PRE AND POST RESPONSES ........................ 217  



TABLE OF CONTENTS 

P a g e  | vii 
THE ETHICAL, LEGAL, AND SOCIAL ACCEPTABILITY OF HEALTH DATA LINKAGE IN THE AUSTRALIAN CONTEXT 

VICKI XAFIS 

 

LIST OF FIGURES 

FIGURE 1.  DATA LINKAGE PROCESS AND ENTITIES INVOLVED .......................................................... 4 

FIGURE 2.  COMPONENTS COMPRISING THE RALC THEORY OF PRIVACY ......................................... 21 

FIGURE 3.  PROBABILITY OF HARM TO INDIVIDUALS AND SOCIAL BENEFITS FROM THE 
APPLICATION OF INDIVIDUAL AND EXTERNAL CONTROLS TO USES OF IDENTIFIABLE 
DATA .............................................................................................................................. 52 

FIGURE 4.  PURPOSIVE SAMPLING METHOD FOR IDENTIFICATION OF 6 PERTINENT GROUPS ......... 90 

FIGURE 5.  INTERVIEW SELECTION METHOD.................................................................................... 93 

FIGURE 6.  PRIVACY DEFINITIONS .................................................................................................. 182 

FIGURE 7.  PRIVACY JUSTIFICATIONS ............................................................................................. 188 



 

P a g e  | viii 
THE ETHICAL, LEGAL, AND SOCIAL ACCEPTABILITY OF HEALTH DATA LINKAGE IN THE AUSTRALIAN CONTEXT 

VICKI XAFIS 

 

ABSTRACT 

Vast collections of electronic data are held by a variety of health organisations, including 

government and non-government agencies, hospitals and universities. Data linkage 

involves combining such data sets for secondary purposes such as population health 

research. Data linkage currently occurs in Australia and is rapidly developing into a key 

tool both for Government and researchers. There are considerable benefits to data 

linkage, including the ability to conduct high quality research which may lead to 

advances in clinical practice, the development of public health policy, the prevention of 

disease, the conduct of public health surveillance. However, the associated ethical and 

legal issues require analysis and consideration to determine the moral and legal 

ramifications of such uses of data and so that indeterminate ethical and legal issues do 

not restrict agencies’ and researchers’ ability to fully support a co-ordinated national 

approach to data linkage. Lagging substantially behind recent developments in Australia 

and internationally is knowledge and clarity about the public’s acceptance of data 

linkage practices.  

This thesis presents findings of a multi-phase project comprising a theoretical 

component and two empirical studies. The theoretical component examines the ethical, 

legal and social acceptability of data linkage (Phase 1), and two empirical components 

(Phases 2 and 3) present the views of community members about data linkage.  

In Phase 1 I argue that the non-consensual use of data is morally acceptable under 

certain conditions. It is currently legally acceptable in Australia despite certain 

impediments arising from the strict interpretation and complexity of Australian privacy 

legislation, an issue which is currently being addressed through amendments to the 

Australian Commonwealth privacy legislation.  
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Phase 2 comprised in-depth face-to-face interviews to determine participant views in 

relation to privacy and their preferred consent options in four hypothetical data linkage 

scenarios. Phase 3 involved the administration of a questionnaire before and after a 

citizens’ jury to gauge, amongst other issues, these citizens’ attitudes to health data 

linkage and to determine whether the provision of detailed information about the data 

linkage process, as well as the ethical and legal issues it raises, had an impact on 

previously held views and perceptions.  

Participants quickly acquired an understanding of data linkage. They generally 

supported the non-consensual use of data provided that there were protection 

mechanisms in place such as the removal of identifiable data. Most participants 

believed that consent should be sought for data linkage projects if the linkage were 

being conducted by researchers with fully identifiable data. Participants weighed up 

opposing values such as the need for privacy against the potential benefits arising from 

data linkage research using an informal moral reasoning framework. The wealth of 

justifications for their decisions highlighted the participants’ values. 

This research aims to contribute to the Australian and international literature at a time 

when this method of combining data is being considered by researchers world-wide. In 

addition, the findings will assist in discussions and activities in relation to the 

development of the national data linkage framework, a key Australian Government 

research target within the next five to ten years. 
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PREFACE 

A journey of a thousand miles must begin with a single step. 
Lao Tzu [The Way of Lao-Tzu, 64] 

In retrospect, I did travel a thousand miles to reach the point of commencing my 

doctoral studies, and then another thousand to reach the point of writing this section. 

Not by design, my education and professional career have followed a somewhat 

unusual path. Each turn, however, has offered a new dimension thus helping to 

integrate my current views within a multidisciplinary base.  

Having obtained my teaching qualification, I spent many years teaching English as a 

second language and then studied linguistics, this already appearing to be a backward 

process. I felt that I discovered myself when, coincidentally, I fell into research ethics as 

a researcher, and then obtained a Master of Bioethics while at the same time having 

moved on and working as a professional in the area of research ethics.  

Initially, my views on research ethics and the application of the law to research activities 

were rigorous and unyielding, shaped in the culture of the institution where I first 

encountered the discipline of ethics. Over time, however, as I developed more 

experience in the area, and aided by both my studies in bioethics and later by teaching 

medical ethics, I developed a more flexible and balanced approach to the tensions that 

often exist between moral values and other important interests when trying to 

determine the most ethically acceptable course of action. In addition, I began to better 

recognise that the conduct of research within a legal framework is also often fraught 

with tensions.  

Coincidentally, once again, doctoral research became available in the already defined 

research area of data linkage and vaccine safety surveillance. As much as I would like to 

say that I had pondered the ethical, legal and social acceptability of data linkage long 
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before realising my dream of conducting research in the area, I obviously cannot. What I 

have pondered for many years, however, are issues of privacy, consent, research and 

policy transparency, which includes uses of personal and health data, and the 

application of the law in research and policy development.  

My teaching background offers me the confidence that people with no prior knowledge 

of an area can, and do, acquire an adequate understanding of the most complex areas 

of human activity provided that the presentation of information is digestible, and that 

they have some interest in understanding it. I dare speculate that we all have an 

interest in data linkage, even if we are members of the general public, given that it 

potentially involves the use of our very own personal and health data.  

Before articulating the research problem, research questions, aims and objectives of 

this research and the theoretical framework within which it was conducted, I present in 

the introductory chapter a non-technical description1 of what data linkage entails and 

does not entail, aided by a diagrammatic representation of the process considered best-

practice due to its attention to privacy protections.  

 

                                                      
1
 Greater detail on the technical aspects and some benefits of data linkage are available in (1) presented 

in Chapter 4. Chapter 4 comprises a legal paper published as part of the thesis and necessarily contains a 
brief description of some key technical features of data linkage as well as benefits arising from such 
activities. Hence, I felt that a non-technical description of the process was appropriate in the Introduction. 


	TITLE: THE ETHICAL, LEGAL, AND SOCIAL ACCEPTABILITY OF HEALTH DATA LINKAGE IN THE AUSTRALIAN CONTEXT: AN INVESTIGATION OF CURRENT PRACTICES, PERCEPTIONS, AND PUBLIC ATTITUDES
	TABLE OF CONTENTS
	LIST OF TABLES
	LIST OF FIGURES
	ABSTRACT
	THESIS STATEMENT
	PUBLICATIONS ARISING FROM THIS THESIS
	PRESENTATIONS ARISING FROM THIS THESIS
	AWARDS ARISING FROM THIS THESIS
	ACKNOWLEDGEMENTS
	PREFACE




